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ACCESS CONTROL POINT BREACHES AT OUR
NATION’S AIRPORTS: ANOMALIES OR SYS-
TEMIC FAILURES?

Wednesday, May 16, 2012

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TRANSPORTATION SECURITY,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:03 a.m., in Room
311, Cannon House Office Building, Hon. Mike Rogers [Chairman
of the subcommittee] presiding.

Present: Representatives Rogers, Lungren, Walberg, Cravaack,
Turner, Jackson Lee, Thompson, Davis, and Richmond.

Mr. ROGERS. The Committee on Homeland Security, Sub-
committee on Transportation Security will come to order. The com-
mittee is meeting today to receive testimony on secure area access
control points at our Nation’s airports.

I would like to welcome everybody to this hearing and thank our
witnesses. We look forward to your testimony and greatly appre-
ciate the time and effort that you had to put into preparing for
these hearings.

Securing our Nation’s aviation system requires 100 percent accu-
racy. Our enemies could exploit any weaknesses in the system.

The many reports of security breaches and unauthorized access
to the tarmac are extremely troubling and continue to underscore
the need to strengthen our access controls.

We must make certain that the billions of taxpayer dollars we
spend screening passengers is not wasted if systematic
vulnerabilities exist through the back doors of our airports that
could lead to attack.

I look forward to questioning TSA and its partners about the
measures in place to not only physically protect our airports, but
also to ensure that employees with sterile-area access have been
thoroughly vetted and do not pose a threat.

A secure airport requires the coordination and cooperation of a
range of stakeholders. When a breach occurs, it is incumbent on
both TSA and its partners to evaluate what went wrong and take
immediate steps to mitigate or eliminate the vulnerability.

What concerns me is that we had such a large number of
breaches occurring, it is hard to believe that these do not reflect
some larger systematic problem.

o))
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In October 2011, a local news station in Atlanta investigated the
access control procedures at Atlanta International Airport after a
whistleblower contacted the station.

The whistleblower, an employee of an airline catering company,
was able to capture on video a company employee swiping his
badge to let another person in a secure area, allegedly without that
person having the necessary credentials to pass through.

The video also revealed that an employee was able to put unau-
thorized juice containers onto several carts as inspectors from the
company responsible for inspecting all food containers loaded onto
an aircraft, stood nearby without doing anything.

The Aviation and Security Transportation Security Act requires
all supplies put on an airplane to be sealed to ensure easy visual
detection of tampering. However, the video showed rows of un-
sealed catering carts on the dock and in trucks waiting to be loaded
onto flights.

While we can all hope that this is an isolated incident at Atlanta
Airport, this is more than likely indicative of a broader, more per-
vasive problem affecting airports Nation-wide.

In another recent case, a civilian vehicle crashed through an air-
port gate and drove onto a taxiway near a busy runway at Phila-
delphia International Airport. According to sources, the vehicle
drove past a Philadelphia police officer in a patrol car and two air-
port employees.

Thankfully in these two examples there was no harm done. How-
ever, we may not always be so lucky. With a huge financial cost
to taxpayers, we frankly expect better from TSA and others who
are responsible for securing our aviation system.

Finally, I cannot stress enough how disturbing it is that DHS
and the Office of the Inspector General reported just this week that
over half of all security breaches that occur at airports are never
properly reported to TSA headquarters. In addition, only half of all
incidents result in some corrective action.

Mr. Sammon, these are sobering findings.

I am eager to receive testimony today from the acting DHS IG
about the report and the recommendations that TSA will need to
address going forward.

With that I now recognize the Ranking Member of the full com-
mittee, the gentleman from Mississippi, for any opening statement
he may have.

Mr. THOMPSON. Thank you very much, Mr. Chairman.

No agency in the Federal Government has a more central role in
securing our aviation system than TSA. Accordingly, it is essential
that TSA have the necessary processes and protocols in place to se-
cure our aviation systems.

These processes and protocols must include ensuring the integ-
rity of airport perimeters by securing access controls and providing
comprehensive and sufficient guidance to airport operators.

In March, the media reported on an individual who drove a truck
onto the runway at the Philadelphia Airport. Last year, we learned
of the tragic case of a young man who breached the airport perim-
eter and became a stowaway in a wheel well of a plane.

While none of these people involved in these cases had any ter-
rorist intentions, each case should have been put on notice that the
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grounds surrounding the airport must be considered in airport vul-
nerability assessments.

To accomplish that, TSA must establish a single comprehensive
definition of what constitutes a security breach. Failing to establish
such a definition leads to inconsistent and subjective reporting.

Without a clear understanding of the types of breaches occurring
at our airports, TSA cannot make any reasonable conclusions about
the kinds of security enhancements that should be broadly imple-
mented. But in a system of layered security, perimeter security
must be complemented with other measures.

An equally important component of layered security environment
is ensuring that only properly vetted people can gain access to the
secured areas of the airport and access to aircraft and field oper-
ations. The vetting process should not be a burden to individuals
or businesses, but it must enhance the security of the airport.

I look forward to hearing from our second panel of witnesses on
how TSA’s vetting process is working today.

b 1\/{{1‘. Chairman, thank you for holding this hearing, and I yield
ack.

Mr. ROGERS. I thank the gentleman.

Other Members of the committee are reminded that opening
statements may be submitted for the record.

We are pleased today to have several distinguished witnesses be-
fore us on this important topic. Let me remind the witnesses that
their entire written statements will appear in the record.

Our first witness, Mr. John Sammon, currently serves as assist-
ant administrator for the Office of Security Policy and Industry En-
gagement at TSA. We appreciate Mr. Sammon for appearing once
again before this committee.

The Chairman now recognizes Mr. Sammon for his opening
statement.

STATEMENT OF JOHN P. SAMMON, ASSISTANT ADMINIS-
TRATOR, OFFICE OF SECURITY POLICY AND INDUSTRY EN-
GAGEMENT, TRANSPORTATION SECURITY ADMINISTRATION

Mr. SAMMON. Good morning Chairman Rogers, and Mr. Thomp-
son, and the distinguished Members of the subcommittee. I appre-
ciate the opportunity to appear before you today to discuss the
Transportation Security Administration’s responsibility regarding
access control at U.S. commercial airports.

Every airport and airline has a security plan of which access con-
trol is an important piece. While T'SA is responsible for approving
the plan and inspecting airport compliance with the plan, airport
authorities and airlines are responsible for carrying out the plan.

TSA sets standards, conducts inspections associated with access
control including badging, perimeter security, and testing of access
control processes at airports.

TSA analyzes the results of these inspections and assessments to
develop mitigation strategies that enhance an airport security pos-
ture and to determine if any changes are needed. Every commercial
airport receives an annual security inspection to include an assess-
ment of perimeter and access controls.

While the current badging process was put in quickly after 9/11
thanks to the work of AAAE, TSA, and the Nation’s airports, TSA
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issued security directive 1542—-08G in 2009 to address a number of
badging process deficiencies to include identity verification and
work authorization, document authentication, standardized 2-year
badge renewal requirements, requirements to return and reactivate
expired badges, recordkeeping requirements, documentation re-
quirements for naturalized and non-U.S. citizens, enrollment proc-
ess audits, and expanded the covered populations.

While that directive improved the badging process, TSA has writ-
ten a regulation called the Universal Rule that addresses many of
the gaps left by that security directive, and also concerns that have
been raised by the DHS inspector general.

Specifically that rule will provide for trusted enrollment agents
to identify verification and document inspection and collection;
more uniform, more stringent, and recurrent training for enroll-
ment agents; one uniform enrollment process; data that will be en-
tered directly into the TSA system for adjudication; TSA up-front
edits for completeness and accuracy of data; identity documents
scanning the TSA,; identity documents verification by TSA; criminal
history records check every 5 years which is consistent with other
Federal background checks; strengthen ID verification and immi-
gration standards, including documentary evidence of U.S. citizen-
ship.

It will be a person-centric versus an airport-centric system—en-
roll once and use many times in different fields. Instant access to
the data by TSA inspectors, and it will be much more enforceable
than what we have today.

That rule is currently being reviewed within the administration,
and we hope to issue it for comments later this year. In the mean
time, TSA will be stepping up inspection efforts to close gaps in ex-
isting process.

In terms of breaches, the DHS inspector general recently re-
leased a report on airport breaches. That report had two rec-
ommendations.

The first was to define and use one comprehensive definition of
what constitutes a security breach, and ensure the guidance is
clearly understood and used throughout the agency. The second
recommendation was to develop a comprehensive oversight pro-
gram for reporting and corrective actions.

TSA concurred with the recommendations, and the inspector gen-
eral found that TSA’s planned actions sufficiently addressed the
two recommendations in this report.

TSA’s goal is to work with airport authorities and airlines in our
shared responsibilities to stay ahead of evolving terrorist threats
while protecting passengers’ privacy and facilitating the efficient
flow of travelers and legitimate commerce.

TSA’s airport control initiatives are one part of that comprehen-
sive effort.

I want to thank the committee for the opportunity to discuss this
important issue. I am pleased to answer any questions you may
have.

[The statement of Mr. Sammon follows:]
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PREPARED STATEMENT OF JOHN P. SAMMON

May 16, 2012

Good afternoon Chairman Rogers and Ranking Member Jackson Lee and distin-
guished Members of the subcommittee. Thank you for the opportunity to testify
today about the Transportation Security Administration’s (TSA) successes and chal-
lenges in developing and implementing a comprehensive risk-based approach to se-
cure our Nation’s transportation systems, including the management of airport ac-
cess controls. In 2011, the Transportation Security Administration’s 50,000 Trans-
portation Security Officers screened more than 603 million passengers at 450 air-
ports across the country and stopped more than 125,000 prohibited items at airport
checkpoints. Of those items, more than 1,300 were firearms.

TSA employs risk-based, intelligence-driven operations to prevent terrorist attacks
and to reduce the vulnerability of the Nation’s transportation system to terrorism.
TSA protects the Nation’s transportation systems to ensure freedom of movement
for people and commerce. TSA’s security measures create a multi-layered system of
transportation security that mitigates risk. In partnership with airport operators,
airlines and local law enforcement agencies, TSA secures our Nation’s commercial
airports through a variety of programs that create layers of security. These meas-
ures include a focus on preventing and detecting the unauthorized entry, presence,
and movement of individuals and ground vehicles into and within the Airport Oper-
ations Areas (AOA) and the secured area of an airport.

RISK-BASED SECURITY

TSA is committed to focusing resources on higher-risk aviation passengers, while
speeding the travel of lower-risk populations, and we have made significant progress
transforming TSA’s approach to aviation security away from a one-size-fits-all para-
digm. We continue to evolve our security approach by examining the procedures and
technologies we use, how specific security procedures are carried out, and how
screening is conducted.

TSA’s risk-based and intelligence-driven Security Playbook program strengthens
the transportation security environment by increasing unpredictability and pro-
viding additional layers of security. This program employs security measures at di-
rect access points and airport perimeters and uses a variety of resources and equip-
ment to conduct screening of individuals and vehicles entering the AOA. Examples
of the security measures that may be employed at direct access points and airport
perimeters include: Vehicles inspections, explosive trace detection (EDT) of individ-
uals and property, enhanced screening, accessible property searches, and ID/media
verifications, as well as behavior detection.

Following are some of the concrete steps we have taken to implement key compo-
nents of the agency’s intelligence-driven, risk-based approach to security, advancing
the agency toward the ultimate goal of becoming a high performing counterter-
rorism agency that provides the most effective security in the most efficient way
possible.

KNOWN CREWMEMBER

We hold airline pilots responsible for the safety of the traveling public every time
they fly a plane. It makes sense to treat them as our trusted partners. To build on
our risk-based approach to security, we are currently conducting a pilot where TSA
security officers positively verify the identity and employment status of airplane pi-
lots, which enables the pilots to receive expedited access through the checkpoint.
The Known Crewmember program is the result of a collaborative effort between the
airline industry, pilots, and TSA, which currently allows uniformed pilots from 28
airlines in ten airports to show two forms of identification. After evaluating oper-
ational data from ten airports, and through much discussion with industry rep-
resentatives, we are planning to expand the Known Crewmember solution to more
airports this calendar year.

TSA PRECHECK EXPEDITED PASSENGER SCREENING

Perhaps the most widely known risk-based security enhancement we are putting
in place is TSA PreCheck™. Since first implementing this initiative in the fall of
2011, the program has been expanded to 14 airports and over 1,000,000 passengers
around the country have experienced expedited security screening through TSA
PreCheck™.

Under TSA PreCheck™, travelers volunteer information about themselves prior
to flying. TSA pre-screens TSA PreCheck™ passengers each time they fly through
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participating airports. If the indicator embedded in their boarding pass reflects eligi-
bility for expedited screening, the passenger is able to use the TSA PreCheck™
lane. TSA PreCheck™ travelers are able to divest fewer items, which may include
leaving on their shoes, jacket, and light outerwear, and may enjoy other modifica-
tions to the standard screening process. As always, TSA continues to incorporate
random and unpredictable security measures throughout the security process, and
at no point are TSA PreCheck™ travelers guaranteed expedited screening.

Currently, eligible participants include certain frequent flyers from Alaska Air-
lines, American Airlines, and Delta Air Lines, as well as existing U.S. citizen mem-
bers of U.S. Customs and Border Protection’s (CBP) trusted traveler programs, such
as Global Entry, flying domestically on participating airlines. TSA is actively work-
ing with other major air carriers to expand both the number of participating airlines
and the number of airports where expedited screening through TSA PreCheck™ is
provided. In February 2012, Secretary Napolitano and TSA Administrator Pistole
announced the goal to have TSA PreCheck™ rolled out and operating at 35 of the
busiest domestic airports by the end of 2012.

TSA has expanded the TSA PreCheck™ population to include active duty U.S.
Armed Forces members with a Common Access Card (CAC) traveling out of Ronald
Reagan Washington National Airport. Similar to other PreCheck™ travelers, serv-
ice members always undergo the standard TSA Secure Flight pre-screening. If we
are also able to verify the service member is in good standing with the Department
of Defense, by scanning their CAC card at the airport, they will receive TSA
PreCheck™ expedited screening benefits.

CREDENTIAL AUTHENTICATION TECHNOLOGY/BOARDING PASS SCANNING SYSTEM

TSA is also employing technology to automatically verify boarding passes, and
provide TSA with a greater ability to identify altered or fraudulent passenger identi-
fication documents. This technology, known as Credential Authentication Tech-
nology—Boarding Pass Scanning Systems (CAT-BPSS), will eventually replace the
current procedure used by security officers to detect fraudulent or altered docu-
ments. CAT-BPSS enhances security and increases efficiency by automatically com-
paring a passenger’s ID and boarding pass to a set of security features to concur-
rently seek to identify indicators of fraud and ensure that the information on both
documents match. The system can screen a wide range of travel documents. TSA
began testing the technology in July 2011 and has begun evaluations at select air-
ports.

STRENGTHENING ACCESS CONTROL

Effective access control at our Nation’s airports is vital to ensure the safety of the
traveling public. The regulatory compliance inspector workforce routinely conducts
access control tests as directed by the National compliance work plan. Access control
procedures are reviewed and tested at all areas where access may be gained to non-
public areas of the airport to include the air operations area and the Secure Identi-
fication Display Area (SIDA)/Secure areas. Access control measures can range from
simple lock and key control to biometric devices that may require a scan of your
fingerprint or iris to make positive identification of individuals trying to gain entry
into the secure airport environment. Inspectors use different methods to try and de-
feat or compromise various access control devices as part of their regular duties. If
any weaknesses are discovered, they are communicated to the airport operator im-
mediately so that corrective measures can be implemented.

TSA also conducts on-going and comprehensive airport inspections to enhance se-
curity and mitigate risk associated with access control and perimeter integrity, in-
cluding Joint Vulnerability Assessments, Special Emphasis Inspections, and the
testing of access control processes at airports. TSA analyzes the results of these in-
spections and assessments to develop mitigation strategies that enhance an airport’s
security posture, and to determine if any changes are required. TSA also works in
collaboration with airport operators to identify effective best practices across the in-
dustry regarding access control and perimeter security.

CONCLUSION

Thank you for the opportunity to appear before you today to discuss TSA’s efforts
in securing our Nation’s transportation system in the most effective and efficient
manner possible.

Mr. RoGERS. Thank you, Mr. Sammon, for your testimony. We
appreciate you being here today.
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Our second witness is Mr. Charles Edwards. He is the acting in-
spector general of the Department of Homeland Security.

Mr. Edwards has appeared before this subcommittee on a range
of important topics, and the Chairman now recognizes him for his
opening statement.

STATEMENT OF CHARLES K. EDWARDS, ACTING INSPECTOR
GENERAL, DEPARTMENT OF HOMELAND SECURITY

Mr. EDWARDS. Good morning, Chairman Rogers, Ranking Mem-
ber Jackson Lee, Ranking Member Thompson, and Members of the
subcommittee.

Thank you for inviting me to testify today regarding access con-
trols at our Nation’s airports. I will present the results of three au-
dits we have conducted in the past year on this topic.

We looked at TSA’s oversight of the process for determining
whether an individual may be issued a badge granting unescorted
access to secure areas of an airport, TSA’s oversight of physical ac-
cess controls at airports, and third, we looked at TSA’s oversight
of the reporting and collection of information about security
breaches at individual airports.

We found that TSA’s oversight of the process for screening em-
ployees, prior to giving them an access or security badge, did not
ensure that the employees are fully screened. We analyzed data
from 359 airport badging officers and identified badge holder
records with omissions or inaccuracies pertaining to security threat
assessment status, birth dates, and birth places.

For example, our analysis identified an individual with badges
issued at three airports. Each badge showed a different birthplace.

We believe these problems exist because TSA’s oversight of the
process does not ensure the airports use sufficient quality assur-
ance measures, such as checking the applications and data entry
for accuracy and completeness, or provides sufficient training and
tools to badge office employees.

TSA also does not require its own transportation security inspec-
tors to verify the badge holder data during the review of airports.

We did identify several airports with best practices in the
badging review process. We have provided details of those practices
to TSA to share with all airports across the country.

TSA also does not require airports to conduct a recurring crimi-
nal history records check of current security badge holders. Passing
an initial criminal history check does not preclude employees from
e}Illgaging in subsequent criminal activity and presenting an insider
threat.

For example in 2007, it was discovered that a customer service
officer with no prior record had agreed to smuggle money and ille-
gally export weapons and military equipment to a foreign country.

TSA concurred with five of our recommendations from this audit,
and concurred in part with an additional recommendation.

In a separate audit we conducted covert testing to determine if
unauthorized individuals could gain access to secured airport
areas. Our audit identified areas of concern.

However, the detailed results of our tests are classified. We have
shared the classified results with this and other appropriate Con-
gressional committees, TSA staff, and Department officials.
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The third audit looked at TSA’s ability to identify and track secu-
rity breaches. For the purposes of the audit, we identified an air-
port security breach as an individual gaining access to an unau-
thorized area without submitting to all screening, inspections, and
detection according to TSA’s standard operating procedures.

For example, a person sticking to an exit lane to get around a
checkpoint would be considered a security breach. Some of the re-
sults of our testing have been designated sensitive security infor-
mation and cannot be included in this testimony.

It can be stated, however, that even though TSA has several pro-
grams to report and track identified security breaches, it does not
have a comprehensive oversight program to gather information
about all security breaches at airports across the Nation, and
therefore cannot use the information monitor trends or make im-
provements.

TSA does not provide needed guidance and oversight to ensure
that all breaches are consistently reported, tracked, and corrected.
We determined that only 42 percent of the security breaches be re-
viewed in individual airport files but reported to TSA’s official
records.

For example, a person entered through a security gate with a
handwritten boarding pass, but was not reported TSA’s official
records as a security breach incident. Further, our review of airport
records identified corrective actions being taken for only 53 percent
of the security breaches in airport files.

We made two recommendations. TSA concurred with both and
started taking action to implement them.

In conclusion, despite the billions of dollars spent on multiple
layers of aviation security since September 11, 2001, issues remain.
Our recent reports have included best practices and recommenda-
tions to address those vulnerabilities.

TSA has agreed to make changes to improve the effectiveness of
its efforts to protect the traveling public.

Mr. Chairman, this concludes my prepared remarks. I thank you
again for the opportunity to testify before this committee.

[The statement of Mr. Edwards follows:]

PREPARED STATEMENT OF CHARLES K. EDWARDS

May 16, 2012

Good morning Chairman Rogers, Ranking Member Jackson Lee, and Members of
the subcommittee: I am Charles Edwards, Acting Inspector General for the Depart-
ment of Homeland Security (DHS) Office of Inspector General (OIG). Thank you for
inviting me to testify today about the results of our audits regarding the Transpor-
tation Security Administration’s (TSA) access controls at our Nation’s airports. Since
the events of September 11, 2001, TSA has spent billions of dollars on multiple lay-
ers of aviation security and relies on those layers of security to ensure the safety
of the traveling public.

My testimony today will present the results of three recent audits of aspects of
TSA’s oversight of security at our Nation’s airports.! Specifically, I will address
TSA’s oversight of the process to vet airport, or airport vendor, employees prior to
giving them badges that allow unescorted access to secure areas; TSA’s oversight
of airports’ physical access controls; and last, I will summarize our evaluation of

1The information provided in this testimony is contained in the following reports: T'SA’s Over-
sight of the Airport Badging Process Needs Improvement (O1G-11-95); Covert Testing of Access
Controls to Secured Airport Areas (01G-12-26); and Transportation Security Administration’s
Efforts To Identify and Track Security Breaches at Our Nation’s Airports (O1G-12-80).
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TSA’s collection of security breach information which should be used to identify and
correct potential vulnerabilities.

ATRPORT BADGING PROCESS 2

We evaluated TSA’s oversight of the process for issuing airport security badges.
These badges allow an individual unescorted access to secure airport areas, includ-
ing:

o Sterile Area.—A portion of an airport, defined in the airport security program,
that provides passengers access to boarding aircraft, and to which the access
is generally controlled by TSA through the screening of persons and property.

e Air Operations Area (AOA).—A portion of an airport that includes aircraft
movement areas, loading ramps, and safety areas for use by aircraft.

o Security Identification Display Area (SIDA).—A part of the AOA regularly used
to load cargo on, or unload cargo from an aircraft. TSA can designate all or por-
tions of the AOA as SIDA.

As of the time of our audit fieldwork, there were approximately 890,000 individ-

uals with 1.2 million active badges that had access to secure areas of airports.3

Applicants for these badges are required to undergo a fingerprint-based criminal
history records check and have an approved security threat assessment (STA) from
TSA before receiving a badge and obtaining unescorted access to secure airport
areas. The STA is accomplished by comparing an applicant’s information against
critical data sets to discern whether the applicant is a threat to transportation or
National security.

TSA relies on designated airport operator employees as trusted agents to perform
the essential functions of the badging process. Their duties consist of collecting,
verifying, and inputting applicant data used for the STA process and fingerprinting
applicants for the Criminal History Records Check. Airport operator employees are
responsible for ensuring that the badge application is complete with the required
biographical and fingerprint data for the STA. Critical data processed from the ap-
plication includes full legal name, date of birth, place of birth, passport number, and
alien registration number. Airports are responsible for ensuring that badges are
issued only to qualified applicants, and must account for and manage all active and
deactivated badges.

TSA has the statutory responsibility for requiring individuals with unescorted ac-
cess to secure areas of the airport to be properly vetted, or checked. TSA fulfills this
responsibility through its Threat Assessment and Credentialing adjudication serv-
ice, which completes the STAs for applicants and provides oversight of the airports’
processes through its Transportation Security Inspectors.

Individuals who pose a threat to airport security may be able to obtain badges
and gain access to secured airport areas. We evaluated a database of information
on active badges at 359 airports. We identified a number of badges issued with one
or more instances of omissions or inaccuracies of key applicant data used for vet-
ting, such as STA status, birthdates or birthplaces.# Many of the omissions or inac-
curacies pertained to critical information used for vetting. For example, one appli-
cant was listed as having three active badges at three different airports. The appli-
cations for this individual reflected three different places of birth: The United King-
dom, Ukraine, and the United States. With inaccurate information on place of birth,
TSA was unable to accurately vet the applicant, yet the three airports issued the
requested badges.5

We believe these problems exist because the design and implementation of TSA’s
oversight of the application process is limited. Specifically, the agency did not en-
sure that airport operators have quality assurance procedures for the badging appli-
cation process; ensure that airport operators provide training and tools to des-
ignated badge office employees; and require its TSA Inspectors to verify the airport
data during their reviews.

Quality assurance.—TSA does not ensure that airport operators have quality as-
surance procedures to safeguard the completeness and accuracy of the vetted data.
For example, TSA does not require, and most airports do not have, different individ-
uals verifying the entry of an applicant’s information into the vetting process. Hav-

2TSA’s Oversight of the Airport Badging Process Needs Improvement (OIG-11-95).

3 Employees could have more than one badge if working for multiple employers at the airport
or if working at multiple airports.

4The exact number of discrepancies we identified is Security Sensitive Information and cannot
be disclosed in publicly available documents.

5We followed up on this individual’s information. He is a United States citizen and all three
badging application files contained copies of his passport identifying the United Kingdom as his
place of birth.
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ing separate individuals verifying the information would likely enhance the detec-
tion of missing or inaccurate information, such as a missing place of birth or a
transposition in a date of birth.

In our audit work, we found an airport that had several procedures in place that
could be considered “best practices,” such as conducting on-site badge audits annu-
ally; using a supervisory review checklist to ensure that at least two agents handle
each application; using equipment to check identification; and using local police to
run criminal investigation checks on badge applicants.

Other best practices include: (1) One airport used daily system-generated reports
to identify and resolve potential problems with active badge holders; (2) another air-
port had a Memorandum of Understanding with U.S. Customs and Border Protec-
tion to have the agency verify all immigration documents before submitting the in-
formation to TSA for vetting; and (3) yet another airport used a supervisory review
checklist to ensure that at least two agents have reviewed the application for com-
pleteness and accuracy.

Training and tools.—In addition to the lack of quality assurance procedures for
gathering and inputting the applicant data, TSA also does not always ensure that
airports are providing their individuals with proper training and tools. For instance,
officials at 12 airports visited did not know what happens to the data once they
enter it. These officials were unaware of how data entry errors or transposed num-
bers related to key identifying elements could create vulnerabilities, be exploited,
and provide the wrong individuals access to secured airport areas.

TSA also does not ensure airport operator employees are using available tools
while performing their duties. Tools such as identification document scanners, ultra-
violet lights, and loupes (magnifying lenses) allow employees to more closely inspect
a document, which prevents fraud. At 8 of 12 visited airports, these employees had
tools available to assist in identifying fraudulent documents, but did not consistently
use them. For example, at one airport, there was an identification scanner available,
which reads the magnetic strip on a driver’s license or State-issued ID to display
its validity. One employee admitted to using the scanner only occasionally, but not
using the lights and loupes at all.

Inspectors verify data.—Regarding the inspection process, TSA Inspectors review
the airport badging process during inspections; however, the limited coverage does
not ensure vetting information is complete and accurate. Inspectors consult TSA’s
Handbook and the Performance and Results Information System to use basic ques-
tions provided, along with guidance, which is based on regulatory requirements from
the CFR and TSA Security Directives. The Handbook does not require Inspectors
to verify the information reported to TSA to identify discrepancies with badging in-
formation. It simply indicates that the Inspector should ensure that proper docu-
mentation has been submitted and returned to the airport operator before an em-
ployee is granted unescorted access to secured areas. TSA also does not require In-
spectors to review any percentage of files; therefore, inspections of badging office
records may be insufficient to determine the airports’ compliance with vetting proc-
ess requirements.

Additionally, Inspectors do not always have direct access to the Transportation
Security Clearinghouse database and are not required to compare or cross-reference
records. This direct access would not only enable Inspectors to verify records for ap-
proved STAs timely and take immediate corrective action if necessary, but it would
increase inspection effectiveness and efficiency.

When our audit findings were presented to airport operators, TSA officials, and
Inspectors, more than 100 updates were generated, which airport operators sent to
the Transportation Security Clearinghouse. We also provided a list of suspect STAs,
which prompted Inspectors to take corrective action at some locations. In fact, In-
spectors at one airport revealed numerous badges issued without accurate or com-
plete vetting data and immediately revoked access pending an approved STA.

To this end, unless airport operators implement quality assurance procedures for
the badging process, the data integrity and vetting results will continue to be ques-
tionable. TSA needs to also ensure that airports are providing airport operator em-
ployees with the proper training and tools to perform their assigned duties and re-
sponsibilities. Furthermore, the agency’s inspection activities must be enhanced in
order to identify application omissions or inaccuracies for immediate corrective ac-
tion.
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COVERT TESTING OF PHYSICAL ACCESS TO SECURE AREAS OF AIRPORT

We conducted covert testing to determine whether TSA’s policies and procedures
prevent unauthorized individuals from gaining access to secured airport areas. We
also identified the extent to which Transportation Security Officers, airport employ-
ees, aircraft operators, and contractors are complying with related Federal aviation
security requirements. The compilation of the number of tests conducted, the names
of the airports tested, and the quantitative and qualitative results of our testing are
classified, or designated as Sensitive Security Information. We have shared the in-
formation with the Department, TSA, and appropriate Congressional committees.

We identified access control vulnerabilities at the domestic airports where we con-
ducted testing. As a result of our testing, we made six recommendations to TSA.
TSA concurred with three recommendations, partially concurred with two rec-
ommendations, and did not concur with one. TSA continues to conduct significant
work in a number of areas to address our recommendations.

TSA’S EFFORTS TO IDENTIFY AND TRACK SECURITY BREACHES 7

Based on a request from Senator Frank Lautenberg, we conducted an audit into
the security breaches at Newark Airport reported in the media. Senator Lautenberg
asked the DHS OIG to review the contributing factors that led to the security
breaches, TSA’s response to the breaches, and the general level of security at the
airport. He also requested that we compare the incident rate of breaches at Newark
to other airports in the New Jersey/New York region and comparable airports Na-
tion-wide, and that we determine whether corrective action had been taken on the
specific security incidents.

Our audit objectives were to determine whether TSA at Newark had more secu-
rity breaches than at other airports; and whether TSA has an effective mechanism
to use the information gathered from individual airports to identify measures that
could be used to improve security Nation-wide.

Some of our results, such as the comparison of the number of incidents at Newark
to other airports, have been designated Sensitive Security Information and cannot
be included in this testimony.

Overall, however, we found that while TSA has several programs and initiatives
that report and track identified security breaches, it does not have a comprehensive
oversight program in place to gather information about all security breaches and,
therefore, cannot use the information to monitor trends or make general improve-
ments to security. We determined that only 42 percent of the security breaches we
reviewed in individual airport files were reported in TSA’s official record, the Per-
formance and Results Information System (PARIS)® under any category. Addition-
ally, the agency does not provide the necessary guidance and oversight to ensure
that all breaches are consistently reported, tracked, and corrected. Our audit work
identified corrective action being taken for only 53 percent of the breaches we re-
viewed.

While there are varying levels and definitions of security breaches, our audit de-
fined “security breach” as an individual or individuals gaining access to the sterile
area, specifically at the checkpoint or exit lane, without submitting to all screening,
inspections, and detection according to TSA’s Standard Operating Procedures. For
instance, a person entering the sterile area by sneaking through an exit lane with-
out anyone preventing the entry would be considered a security breach.

Security breaches are documented locally by TSA at each airport, and TSA staff
is required to report security breaches through PARIS and the Transportation Secu-
rity Operations Center (TSOC). The TSOC is expected to use this information to
identify events occurring at disparate locations throughout the U.S. transportation
system that could represent an orchestrated attempt to defeat or circumvent secu-
rity protocols. We did not determine or evaluate how the TSOC used the information
about the security breaches we reviewed.

In its response to our audit, TSA reported that it collects thousands of records
of incidents and security breaches occurring at airports and other transportation fa-
cilities. The agency documents and disseminates the information to the program of-
fices through various channels of reporting, to include the Transportation Security

6 Covert Testing of Access Controls to Secured Airport Areas (01G-12-26).

7Transportation Security Administration’s Efforts To Identify and Track Security Breaches at
Our Nation’s Airports (O1G-12-80).

8PARIS is TSA’s internal reporting system and official record of a security incident and it
contains 33 categories of possible incidents. In our audit, we focused on incident reports in three
PARIS categories—security breaches, improper/no screening, and sterile area security events.
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Operations Center, the Executive Summary Report, TSA’s Management Controls
Program, as well as an Assessment Team that TSA formed in March 2010.

TSA concurred with both of our recommendations in this audit report and is tak-
ing action to implement the recommendations.

Mr. Chairman, this concludes my prepared remarks. I welcome any questions that
you or the Members of the subcommittee may have.

Mr. RoGERs. Thank you, Mr. Edwards. I appreciate that reveal-
ing testimony.

The Chairman now recognizes the Ranking Member, my friend
and colleague from Texas, for her opening statement.

Ms. JACKSON LEE. Mr. Chairman, thank you so very much. I ac-
knowledge the Members of the committee and the Ranking Mem-
ber of the full committee.

Mr. Chairman, I have been discussing TSA since early this morn-
ing, and I thank you for your indulgence, as I made my way back
from a discussion on airport security.

This is a very important hearing, and I am delighted to collabo-
rate with Chairman Rogers and the full committee on finally get-
ting to this hearing, and particularly hearing both Mr. Sammon
and Mr. Edwards together.

A little over a year ago, under the direction of the President of
the United States, Navy SEALs eliminated the architect respon-
sible for the most horrific terrorist acts against this country. Since
September 11, we have made significant progress in securing our
transportation system, particularly our aviation sector.

Particularly, Mr. Sammon, I made it a point earlier in my discus-
sions that TSA has been a pivotal part of this. Certainly I consider
the officers of TSA, TSOs, a crucial front-line component to the fact
that we have not had a terrorist incident of catastrophic propor-
tions on our soil.

We all know that airports and aviation—and I would add mass
transit but in this instance aviation—is a keen and focused target
by terrorists tragically, probably yet unborn where individuals
would wish to do the American people, but even more the American
system and way of life, great damage.

We must recognize and proactively address the evolving nature
of the threat to aviation to protect the millions of people every year
who use commercial aviation. I am told that if we assess the
amount of people that TSOs have processed or that enter airports,
it would be billions over the last decade, billions plus.

In 2011 alone, U.S. Air flew 730 million passengers.

Mr. Chairman, when we discuss aviation security we usually
think of transportation security officers, pilots, flight attendants,
and passengers. However, we must not forget those who work be-
hind the scenes to ensure that these jets are properly stocked and
maintained.

The mechanics, technicians, and operators play a critical role in
the function of our aviation system. Additionally, we must not for-
get about the small businesses that operate at the airports.

By and large, we know great Americans, individuals who would
have no interest in doing us harm. The men and women who own,
operate, or work at these shops can be a helpful component to a
layered security environment, but we know it takes just one person
to disrupt this system.
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The men and women working at our airports and board aircraft
must not only have the proper training to be a part of this effort,
but they must also undergo proper vetting to ensure that risks are
reduced. This is an issue that Nita Lowey and myself worked on
in early years about the ingress and egress and the access to the
airport and, of course, concern about the perimeter of the airport.

I look forward to hearing from our witnesses today and gaining
a comprehensive understanding of where we stand with access and
control and perimeter security. Earlier this year, the Philadelphia
International Airport was a subject of discussion after an indi-
vidual drove through the airport’s metal fence and headed for the
runway while a plane was gearing for landing.

If we take a survey of our airports, we will see that most of
them, unless they are inner city, in city airports, have perimeters
that are unattended, that may be wetlands. They are quite attrac-
tive for intrusion, for piercing.

We have a challenge. We need to address this challenge head-on.

Frankly, I want to hear today in our question and answers how
TSA plans to address it head-on quickly, expeditiously, and re-
spond to the assessment made by GAO.

Unfortunately, this is not the first time an incident like this hap-
pened and has threatened passengers at an airport, the one in
Philadelphia.

Just before this particular incident took place, the media re-
ported that another couple bypassed perimeter security, headed for
the runway at Philadelphia International Airport, I am sure inno-
cently, but it happened.

Last year, the media reported on a video at Hartsfield Atlanta
Airport that showed back doors being opened to allow several peo-
ple through without swiping their badges and gaining access to ca-
tering carts destined to be loaded on flights.

I would say innocent acts, friend helping friend, but it cannot be
tolerated. There must be zero tolerance. We have to protect the
traveling public.

We all recall the infamous shutdown in Newark in 2010. I led
this committee to Newark when that happened, when flight oper-
ations were shut down and thousands of members of the flying
public were inconvenienced for nearly 7 hours.

Operations were halted after a man walked into the sterile area
of the airport, through the exit lane and without being screened.

These are instances where perimeters and access controls were
breached and caused major disruptions, and shed light on security
vulnerabilities at these airports.

Unfortunately, all relevant examples are far too many to cite in
the 5 minutes allotted to me today, and span across various com-
mercial airports of all sizes.

I look forward with you, Mr. Chairman, to ensure that we con-
tinue to conduct oversight on perimeter security at our airports.

As I mentioned to you, I am also interested in looking and hold-
ing a hearing on cabin security as well so that we don’t leave all
of our internal airport as a plane is airborne, if you will, to pas-
senger courage, which we know there are many courageous pas-
sengers.
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As you know, Mr. Chairman, I am committed to working with
you to ensure TSA improves its operational capabilities to manage
access controls and perimeter security, and that it is as effective
and cost-efficient as possible.

In addition, I am concerned about the badges, and the review
process for determining the badges, how the badges are protected,
how they are secured, how they are maintained, and whether or
not we have sufficient oversight of the individual process of pro-
viding the badges.

I want to compliment Mr. Thompson for recognizing some years
back of the single focus or single contractor that was engaged or
responsible for providing, assessing, reviewing the badges for per-
sonnel, and to open the door for greater opportunity for other con-
tractors or providers.

I think that helps the level of security to have more eyes looking
and more technology and more techniques, and so I thank Mr.
Thompson for that.

Before yielding back, Mr. Chairman, I ask unanimous consent
that statements from the Association of Flight Attendants and the
United Steel Workers urging TSA to include flight attendants in
the Known Crewmember Program be inserted for the record.

I have repeatedly waged this issue and raised this issue, and
waged it as an effort that I hope we can join in a bipartisan way.
But I ask unanimous consent to place these two letters or state-
ments into the record.

Mr. ROGERS. Without objection, so ordered.*

Ms. JACKSON LEE. Mr. Chairman, again, this is a very important
hearing. Thank you and I yield back.

Mr. ROGERs. I thank the gentlelady and she is right. We also
have perimeter concerns that will be the subject of a later hearing.

As you know, this hearing was called long before this IG’s report
came out. We knew that there were problems with the access con-
trol points, but this was very eye-opening. We didn’t realize that
these particular components were problems and that being the in-
formation reporting.

Mr. Sammon, in your opening statement, you made reference to
the fact that you count on the airports to follow your policies and
report. But my understanding from the IG’s report is that these ac-
cess breaches were reported by TSA local, but they just never made
their way up to big TSA to PARIS for processing.

Is that not correct? Is there some failure that is not revealed in
the IG’s report?

Mr. SAMMON. No, no and that is why we have concurred with the
IG’s two recommendations in terms of having a consistent defini-
tion. A definition, that in terms of a security breach, that has to
do with immediate danger and security to the airport itself, as op-
posed to other definitions of breaches that have one consistent defi-
nition of a breach, and have that communicated and understood by
all people not only within an airport, but among airports around
the country.

So we are looking at one standard definition of what a breach
is

*Documents have been retained in committee files.
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Mr. ROGERS. So——

Mr. SAMMON [continuing]. And so that people can understand
that.

Mr. ROGERS. So I am understanding that the 58 percent of
breaches that were not reported up to PARIS were viewed by some-
body at the local TSA level as not being a breach by definition?

Mr. SAMMON. That is quite possible, yes.

Mr. ROGERS. Okay. Well, let me ask, of the 42 percent that were
reported according to the IG’s report, only half of them had a re-
sponse made.

Do you have an answer for why that occurred?

Mr. SAMMON. Again, I would go back to—with the IG’s rec-
ommendations in terms of what we have concurred with them, and
in terms of our plans that we are putting forward in terms of get-
ting a uniform definition, and developing a comprehensive over-
sight program that is being developed right now, the IG has con-
curred that those are sufficient requirements in terms of their rec-
ommendations.

These two recommendations are being held open until we supply
the specific documentation and the reports of exactly what we are
going to do and they are holding those two recommendations open.

Mr. ROGERS. Well, it is disturbing that, regardless of definition
used, that 58 percent of breaches are not being reported up to big
TSA in PARIS.

I am really disturbed by the fact that a handwritten boarding
pass was able to get somebody through a checkpoint.

Do you have any explanation as to how that happened?

Mr. SAMMON. I don’t, but I can get you—if you would like to put
a question for the record, would be happy to get the specifics on
that. I would like to give you a complete answer on that specific
instance.

Mr. ROGERS. I have here a directive, a 10-page document, that
TSA has outlined, dated December 16, 2005, on how to report inci-
dents to PARIS.

I would like to offer this for the record. If there is no objection,
it will be submitted.*

The first thing that I am most concerned about is there is a re-
corded document about this. Apparently nobody was—in a directive
that nobody was following or, at least, 58 percent of the time they
weren’t following.

Are you saying the definition outlined in your own policy is not
adequate?

Mr. SAMMON. Apparently, it was not clear enough. What we are
doing right now is—based upon working with the IG—is coming up
with a clear set of directions and making sure those directions are
understood throughout the airports that TSA operates in. Yes, sir.

Mr. RoOGERS. Well, apparently, the definitions were adequate for
the IG to feel like that they were not being followed.

Why is it that 7 years have lapsed since this has been updated?

Mr. SAMMON. I would have to get back to you on that. I don’t
know, sir.

Mr. RoGERs. Okay.

*Documents have been retained in committee files.
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Mr. Edwards, did you feel like the definition in the TSA’s own
policies was adequate for you to discern what were and were not
breaches?

Mr. EDWARDS. Thank you, Chairman.

Well, there is no set clear definition, you know. Also even if there
is a definition, TSA needs to clearly give guidance on that and TSA
needs to follow through.

Mr. ROGERS. So this 10-page directive that TSA has on this does
not have a definition that is adequate in your view?

Mr. EDWARDS. I have to get back to you on that, Chairman.

Mr. ROGERsS. Well, how did you come up with the number of 58
percent that were reported if you didn’t have a definition?

Mr. EDWARDS. We didn’t, you know. We came up with the defini-
tion.

In my opening statement, I have said, you know, anybody access-
ing unauthorized area, either through inspections, or getting
through, that is clearly a breach, you know.

Mr. ROGERS. It is not rocket science, is it?

Mr. EDWARDS. No, sir.

Mr. ROGERS. Tell me about this hand-written boarding pass.

What did you find? How did that happen?

How does somebody hand-write a boarding pass and get through
security? What was the explanation that you found in the records?

Mr. EDWARDS. It was part of our testing, Chairman. I can get
back to you on details of that. I don’t have it here with me.

Mr. RoGERS. Okay, thank you.

My time has expired.

I recognize the Ranking Member for her opening questions.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman.

I see a pathway to fixing what has been laid out by your report,
Mr. Edwards.

Are you recommending today that we eliminate TSA and TSO of-
ficers?

Mr. EDWARDS. No, ma’am. All we are saying is, based on our
audit work, TSA needs to provide clear-cut guidance and have pro-
cedures in place, and needs to follow through.

Ms. JACKSON LEE. From your assessment, do you find that a fix-
able or a doable process? As you look at TSA and TSO officers, do
you find that doable?

Mr. EDWARDS. Yes, ma’am.

Ms. JACKSON LEE. Then let me proceed with these questions.

As I ask Mr. Edwards, Mr. Sammon, I am going to be asking you
to respond because he said a number of things that I think is ex-
tremely important.

Mr. Edwards, explain again about the checking of the application
for completeness, and TSA not requiring its TSOs to review the
process. Because you are talking about the document that the per-
son who has the right of ingress, of entering the airport, is going
to show something, and you are saying TSA is missing-in-action.

Explain that.

Mr. EDWARDS. Well, at the airport when the application is being
filled out, in some of the airports we have found there is a quality
check process that somebody is looking through the data, and
verifying and validating that the data, in fact, is correct.
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There is also audits on badging applications to look for common
errors. Some airports follow that, but overall it is not being fol-
lowed.

Also

Ms. JACKSON LEE. When you say airports, you are talking about
not the airport personnel, you are talking about TSA?

Mr. EDWARDS. Airport personnel, you know, they take the infor-
mation down.

Ms. JACKSON LEE. Right and then——

Mr. EDWARDS. Then it is sent to the Threat Assessment Cen-
ter——

Ms. JACKSON LEE. Right.

Mr. EDWARDS [continuing]. For them to read it. So there is, you
know, inaccurate information that is being entered.

What happens is when TSA’s inspectors go to review, the review
is not really in detail.

So what we have recommended that when the inspectors go back
and review these, make it more detailed inspection and look for
these errors. Also recommend look at the quality assurance that
some of the airports are following.

Ms. JACKSON LEE. Where do the TSA inspectors intervene? At
the point before the application is approved?

Mr. EDWARDS. They routinely come—you know, they do a review
of the airports. So when they do that, that is the time they will be
looking at that——

Ms. JACKSON LEE. You find that that is a missing element. It is
not sufficiently broad-based and TSA doesn’t take it sufficiently se-
riously

Mr. EDWARDS. Yes, ma’am.

Ms. JACKSON LEE [continuing]. To make sure that it happens.

Mr. Sammon, why not? What are you doing to fix that problem?

Your mic is not on, sir.

Mr. SAMMON. In the opening testimony, referred to a rule, a very
large and comprehensive rule, called the Universal Fee Rule that
has been drafted. It is in the administration’s review process.

We agree with the IG’s overview of badging processes, that some
are good and some are not as good. The airports are responsible for
completing the badging, accepting the information, and checking
the documentation.

What we want to do is have a much more complete process; re-
quire much more stringent enrollment age and training; have the
documents submitted through TSA so we can put up front edits for
completeness and accuracy; scan the documents in through TSA so
we can do this up front. So we are not relying

Ms. JACKSON LEE. You have to be governed—you said that the
rule—what is the potential time frame for that rule being promul-
gated?

Mr. SAMMON. We would guess that the rule would be—what we
are hoping is that it would be out for public comment later this
year. It is in executive department review.

Ms. JACKSON LEE. You started working on the rule when?

Mr. SAMMON. Several years ago.

Ms. JACKSON LEE. Okay.
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Let me go back to Mr. Edwards again. I think this is enormously
important. That is why we are here.

We are talking about breaches and you mentioned that, to Chair-
man Rogers’ question, you know a breach when you see it. A
breach is a breach is a breach.

My question is, Mr. Edwards, you are saying there is a failure
to keep a detailed and adequate record of breaches that could re-
sult in a horrific and terrible incident.

Mr. Edwards, is that

Mr. EDWARDS. Yes, ma’am.

Ms. JACKSON LEE. So there is no depository where one could go
and pull up all of the breaches that have occurred.

Mr. EDWARDS. Well, first, you know, they need to have, you
know, like I said earlier and the Chairman alluded to, there needs
to be a clear definition of what a breach is.

Then TSA needs to give clear guidance to the airports what to
report and when to report. Then TSA needs to follow through with
that.

They have the system, PARIS. They need to make sure that the
metric, the indicator is there. Also, they can go back and look at
the trends and look to see how it is being addressed. That is not
there. That is part of-

Ms. JACKSON LEE. So it is setting a standard for airports to ad-
here to, which we don’t have. Therefore that hinders the collection
of the data.

Mr. Sammon, why is that not happening?

Why do we not have a complete picture of breaches in America’s
airports, at least 450 that we are in charge of?

Mr. SAMMON. So we have concurred with the IG’s recommenda-
tions. The IG, in terms of their report that was issued just recently,
they agree that our plan going forward would meet the require-
ments of that recommendation. But they will keep their rec-
ommendations open until we supply them the documentation.

So our people are actively, at this point, putting together the in-
formation, the requirements, the system, the training to be able to
do that; to have a consistent definition of breaches and reporting
and response to breaches across the country.

Ms. JACKSON LEE. Okay, but is that in place now?

Mr. SAMMON. It is being put together right now and being draft-
ed right now, I think.

Ms. JACKSON LEE. I may have an additional question, Mr. Chair-
man.

I will just yield and just simply say this. Let me put an excla-
mation point.

I am glad Mr. Edwards said that we need TSA and TSO. That
is my commitment continuously.

But he also indicated a wide gap. To hear that the first answer
is about a rule and the end of the year, let me put a punctuation
mark after now. If not now, when?

I think in terms of security, our functionalities are too slow. It
is imperative that we move now.

So I would like to discuss this with you further on an expedited
process. I know the rulemaking goes by rules. But clearly we have
to put an exclamation mark to moving forward more quickly.
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I yield back, Mr. Chairman.

Mr. ROGERS. I thank the gentlelady.

The Chairman now recognizes the gentleman from Michigan, Mr.
Walberg, for 5 minutes.

Mr. WALBERG. Thank you, Mr. Chairman.

Thank you, Mr. Edwards and Mr. Sammon, for being here.

It is almost, humanly speaking, an impossible responsibility that
you all have in screening and making sure that security is 100 per-
cent, because that is really what is has to be.

But even having said that, it is still a requirement that we ex-
pect to take place, and hopefully, what we have seen in the report
and read will be fodder for continuous improvement.

Mr. Sammon, TSA’s Playbook program employs security meas-
ures at the direct access points and airport perimeters, as you
know, and uses a variety of resources to conduct screening of indi-
viduals and vehicles entering the airport operation areas.

Could you provide examples for this committee of the security
measures that may be employed at an airport’s access point and its
perimeter?

Mr. SAMMON. Yes, there may be, in terms of access points and
perimeter, particularly for access points, random screening that a
team may show up and screen employees, coming through to check
badges throughout the airport operations area. There are random
challenges for badges to make sure that the people out there are
the people who belong there.

You referred to Playbook earlier. We use, if you think of secure
flight where we look at watch list passengers who are traveling se-
lectees. We look at patterns.

We may look at particular airports they are going out of, gates.
You may have seen random gate screening in terms of EDT and
taking swabs of passenger hands. That is risk-driven in terms of
intelligence, where we see people traveling, so all these are random
elements that take place throughout the airport within the sterile
area and the access points and in the airports operations area.

Mr. WALBERG. How often has this program prevented a security
breach at airports?

Mr. SAMMON. Again, that particular program has prevented a
number. I couldn’t give you specific numbers in terms of how many
have been prevented.

I think if you look at access control through doors, piggybacking,
if people suspect that they may be stopped; if there are TSA people
on the other side that it does to a certain extent. It is probably not
complete.

A number of airports have various programs in place in terms of
technology that prevent piggybacking; camera systems in place
that people, operators, can view what is going on at those access
control points, but not all airports do.

Mr. WALBERG. Are you required to notify an airport before set-
ting up these additional measures?

Mr. SAMMON. We generally work with the airport law enforce-
ment and security people in terms of what we are doing. We like
to include them and have them part of the efforts, because if we
can build on their capabilities along with ours, it is a better deter-
rent and better enforcement than otherwise. Yes.
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Mr. WALBERG. According to the report issued by the Department
of Homeland Security Inspector General’s Office, inspection en-
forcement analysis tracks and analyzes breach data only upon re-
quest, if I understand it correctly, which appears to me to present
a potential vulnerability.

Do you agree that this could be a problem?

Mr. SAMMON. Yes, and that is why we concurred with both of the
inspector general’s recommendations. We are putting plans to-
gether that we have shared with the inspector general.

They have concurred that those plans, if properly implemented,
would meet their requirements or recommendations.

Mr. WALBERG. Thank you.

Mr. Edwards, has the TSA given you a reason why it tracks and
analyzes breach data only upon request, though they have admit-
ted that it is a problem?

Mr. EDWARDS. No, sir.

Even though TSA has agreed to our recommendations, and they
are going to implement it, I would, for the record, would like TSA
to kind of aggressively pursue and implement our recommenda-
tions.

Mr. WALBERG. What does aggressive mean?

Mr. EDWARDS. Well, some of them have taken years just based
on the previous question. We wanted TSA—I know it is a chal-
lenging monumental task, but we need those recommendations to
be implemented.

Mr. WALBERG. Okay.

In the remaining 29 seconds here, Mr. Sammon, while I have the
opportunity, and it is on a different subject, Mr. Chairman, forgive
me for it, but this is the opportunity.

Anything about the foreign repair stations; is that coming to con-
clusion here? That is a security issue as well.

Mr. SAMMON. Yes, as we briefed you, and Chairman Rogers, the
economic analysis has moved on. It is under executive department
review.

So that has moved on in the time frame that we have briefed you
on earlier. Yes, sir.

Mr. WALBERG. Well, we are not forgetting that. It is an awful
long time it is going on here, and hope to see a conclusion.

Thank you, Mr. Chairman.

Mr. ROGERS. I thank the gentleman.

The Chairman now recognizes the Ranking Member of the full
committee, Mr. Thompson, for any questions he may have.

Mr. THOMPSON. Thank you very much.

Mr. Edwards, your testimony before the committee, I want to
make sure we are absolutely on the same page.

Presently there is no definition that you could find codified by
TSA for a security breach?

Mr. EDWARDS. The definitions are not consistent across all policy,
sir, so that is why the definition for our testing, we used the simple
definition that I have indicated in my opening statement.

Mr. THOMPSON. So, it is no.

Let me add this. You know, I think we already—I am just trying
to get it on the record that is all.
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The other point I think we want to make is, Mr. Sammon, what
directive in these security breaches did you give TSOs before this
IG report came out?

Mr. SAMMON. The TSOs and inspectors throughout the airport
are given direction in terms of their screening procedures and proc-
esses. We have found that in every case, there have been examples
where people have been able to evade or avoid those. So we have
continuous training with the officers.

Obviously, the point is to have everyone who is entering the ster-
ile area to have been properly screened. The officers know that,
and it is a matter of making sure that the officers and their super-
visors are continuously and constantly every day reinforcing it and
carrying out the procedures that are required.

Mr. THOMPSON. So your testimony is that rather than a defined
statement for what a security breach is, training was the sub-
stitute.

Mr. SAMMON. We agree with the inspector general that the less
specific definition of a security breach was not helpful. That we
need to have a specific definition that everyone understands and
uses in implementation across all 450 airports.

Yes, sir.

Mr. THOMPSON. All right.

So what is the latest statistics that you can provide this com-
mittee on security breaches that have occurred in airports across
the country?

Mr. SAMMON. I would have to provide the committee—be happy
to provide those to the committee. But I don’t have those specific
numbers with me today, sir.

Mr. THOMPSON. Who collects it?

Mr. SAMMON. Our operations department, the Office of Security
Operations.

Mr. THOMPSON. So security operation manages the data for secu-
rity breaches?

Mr. SAMMON. Yes, sir.

Mr. THOMPSON. Is that your understanding, Mr. Edwards?

Mr. EDWARDS. Well, there are so many offices in headquarters in
TSA that provides the reporting guidance, and they have the
PARIS data system.

But the corrective action on the breaches is taken at the field
level. It is not at the headquarters.

Mr. THOMPSON. So, Mr. Sammon, Mr. Edwards just said some-
thing different.

Mr. SAMMON. The field-level people he is referring to all report
to the Office of Security Operations. All the TSOs, all the inspec-
tors, all the Federal security directors are all under the Office of
Security Operations.

Mr. THOMPSON. How is the data for the breaches transferred
from the field to headquarters? What is the directive?

Mr. SAMMON. So it would come up through, if there is a breach
noted by an employee, they would report it to the supervisor, who
would report it to the airport, who then reports it back up in
through the system, up to the headquarters, where it is compiled
for all 450 airports.

Mr. Edwards, is that your understanding?
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Mr. EDWARDS. That is my understanding too, sir.

Mr. THOMPSON. So you agree with that?

Were you able to see any reports of the information transfer at
the headquarters?

Mr. EDWARDS. Well, that is where we say there is 42 percent of
the reports at the airport and what is reported to headquarters,
there is no consistency, because there is no clear guidance on what
to report and when to report.

One of our recommendations is that they have to have a com-
prehensive oversight program where they provide clear guidance on
how each of the airports need to be reporting and when, and then
TSA needs to follow through.

Mr. THOMPSON. Mr. Sammon, all of us have heard about this in-
cident at the Newark airport.

Was TSA involved in that at all?

Mr. SAMMON. The New York Port Authority had issued the badge
for that particular person. He is employed by the New York Port
Authority to staff exit lanes at the Newark airport.

So in terms of TSA, he is not employed by TSA. His badging
process that the New York Port Authority went through is the
process that TSA prescribes.

We have, you know

Mr. THOMPSON. Describe what that process is.

Mr. SAMMON. In terms of initially, it would be a criminal history
records check. It would be a watch list check. It would be immigra-
tion status or citizenship status.

Those three things comprise the check.

He had been working there for quite some time. A number of
those airports, when we put procedures in, were grandfathered in,
in terms of not having to redo criminal history records check or
other things.

His identity was run through a criminal history records check
and the watch list. It did not show up. He did not hit anything—
nor both his assumed identity and his original identity.

Mr. THOMPSON. So your testimony is that there are people work-
ing at airports from a security standpoint, who were grandfathered
in and we did not do background checks on them?

Mr. SAMMON. They were run with background checks. They were
run—the watch list is run on them every single evening.

In terms of their original criminal history records check that was
put in when people apply for a badge. They get a criminal history
records check.

What we are proposing in this rule, however, is to make the re-
newal of that criminal history records check every 5 years, the
same as it is for all other Federal badging standards.

Mr. THOMPSON. So criminal history does not require identifica-
tion?

Mr. SAMMON. It requires submission of fingerprints, sir, and
identification.

Mr. THOMPSON. So I could—Mr. Chairman, with your indulgence
on this.

I am trying to figure out how somebody could put their finger-
print on a badge, and end up having identity of somebody else.
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Mr. SAMMON. So he, as I mentioned, the process was he has been
in the system for quite some time. He has been working in the New
York area under the Airport Authority for quite some time.

He went in—even if you submitted his fingerprints, if he is not
a criminal and there is no criminal history, he is not going to
make—there is not going to be a match.

So unless either identity, either his real identity or the assumed
identity, had a criminal record when you put his fingerprints in,
there would be no match in the FBI criminal history records check.

Mr. THOMPSON. So you are saying that there could be a lot of
people just like this person in the system because our system is not
designed to pick up people like this?

Mr. SAMMON. Again, this is why we want to have this more com-
prehensive rule. We are using rulemaking because we are making
substantial changes to the documentation and verification.

This person apparently has—he assumed an identity. He didn’t
attempt to do anything other than maintain his job with that iden-
tity.

He didn’t use it for fraud. There were no criminal nor terrorist
associations with

Mr. THOMPSON. But I think he used it for fraud. He is working
under somebody who is dead.

Mr. SAMMON. Right. He was using it for fraud to get that job,
yes, sir.

Mr. THOMPSON. Well, I yield back, Mr. Chairman.

Mr. RoGERS. I thank the gentleman.

Listen, I have listened patiently. You all keep making references,
both of you, to not having a clear definition as being excuse for
these not being reported, and that is just B.S.

The fact is a breach is a breach.

If somebody gets through a checkpoint, a secure access check-
point, that is not supposed to and it is reported to a supervisor,
that ought to be reported up to TSA. I don’t care what definition
you use.

So please don’t excuse that anymore in your remarks. We have
got to find a way to make sure every breach, by any definition, is
reported up to big TSA and PARIS, so we can come up with proc-
esses to fix this.

Chair would now recognize the gentleman from Minnesota, Mr.
Cravaack, for any questions he may have.

Mr. CravaAcK. Thank you, Mr. Chairman, for this very impor-
tant hearing. I would like to request that we have a field hearing
sometime in the future regarding this important issue.

Mr. Sammon, I flew 17 years as an airline pilot. I have got to
tell you, if you had asked an airline pilot where—before 9/11—what
was going to happen, we would have told you.

I am going to tell you now that I feel the next breach that will
occur is going to come from the shadow of the airplane, and coming
from the ground, hooking up to a passenger that comes in through
clean through the airport.

Would it surprise you, sir, if I told you that several people, both
pilots and ground personnel, have told me the security around the
aircraft coming from outside sources is a joke?




24

Mr. SAMMON. I would think that there is a lot of activity on the
back side of the airport. There are a lot of different people and
crafts coming and going.

The people who have SIDA badges undergo three layers of
checks.

Does that prevent all criminal activity and whatever else? It does
not.

TSA does random inspections of folks in terms of what they are
doing there. We have also had a large number of people on the
back side of the airport who have reported activities in terms of
contraband being shipped in and out of aircraft.

So, no, it is a very active area, yes, sir.

Mr. Cravaack. Okay. I could tell you that I have had people call
me up because of my background and telling me—and warning me
that this—and I am going to tell you right now, the next incident
is going to come from the ground.

It is going to come from the shadow of the aircraft. It is not going
to come through the passenger terminal.

I am telling you that. Okay?

Now, I don’t know if you are aware, in October 2011 Channel 2
down at Hartsfield-Jackson Airport did an undercover report. This
is what they said, the whistleblower that went in: “If I were a
crazy lunatic or an Osama bin Laden sympathizer, I can come in
and put anything on the plane.”

The other comment was, “I can bring a gun in there if I want
to, a bomb, anything,” said the whistleblower, “that is how easy it
is.”

So my question to you, sir, is: Do you believe that T'SA has suffi-
cient procedures in place to protect the traveling public from an in-
cident from occurring?

Mr. SAMMON. So with regard to the whistleblower, and the story
was reported in the Atlanta paper, or the newspaper—or the TV
anyway.

First of all, they do not understand the procedures and the law.
They don’t understand the requirements of what has to be sealed.

In terms of the areas that they are talking about people
piggybacking were not a secure area, they are the catering facili-
ties. The allegations in terms of what could or could not be done
in terms of what was sealed between the carts and between the
trucks, the person does not understand the regulations.

We have also inspected this operation at least 20 times in the
past several months and found that in terms of all the regulations,
they meet all the requirements that are in place.

Mr. CravAACK. Well, it says here—this is part of the thing—it
says—he said the carts that were sealed are the liquor carts to
keep employees from stealing the liquor. That was really the only
things that were consistently sealed.

Mr. SAMMON. So the carts can be unsealed if the truck is sealed
or the driver is accompanied to the aircraft. So there is—we have
had a running contention with that reporter in terms of his under-
standing and reporting on what the law says and what the regula-
tion is saying.
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Mr. CrAVAACK. Well, we know what the law says and the regula-
tion says. What I am telling you, sir, is that with—this is just a
report that has been done.

But I am telling you from people that I know that have been
on—that are ground counters around the shadow of the airplane
are basically reinforcing what this person is telling me.

So my question—you know, and when asked the TSA responded
pretty much what you just said right now, sir.

Now, I am not trying to

Mr. SAMMON. Right.

Mr. CRAVAACK. This is bigger than pointing fingers. This is about
protecting the flying public.

This is ensuring that we don’t have another incident like 9/11
ever again. I am trying to fix the problem. I am not trying to point
blame, trust me on that.

I am trying to make sure that we never have that incident occur
again. We never have an aircraft that is used as a human missile.

So what I am trying to say is pretty much the response to this
was all that TSA sent to Channel 2 was a generic statement reit-
erating that it does regular inspections on airline security oper-
ations to make sure everyone is following the rules.

Now with that said, sir, I understand that only 17 percent of the
airports have been assessed. Is that correct?

Mr. SAMMON. I think what you are referring to is the JVA.

Mr. CRAVAACK. Correct.

Mr. SAMMON. The JVA is a very in-depth assessment. It is done
with TSA and the FBI. It takes quite a bit of time and a limited
number of airports are assessed each year.

Mr. Cravaack. Okay. Well in all due respect, sir—and I am over
my time—we have a very intelligent enemy that very easily can
find the weaknesses of a small airport connecting into a larger air-
port connecting further on.

I don’t envy you your job. Trust me when I say that.

But we have to be much smarter than the enemy. I see a lot of
holes here.

I am being alerted to a lot of holes. I am telling you where the
next incident is going to occur.

So with that, sir, I will yield back.

Mr. RoGERS. I thank the gentleman.

The Chairman now recognizes the gentleman from Louisiana,
Mr. Richmond, for any questions he may have.

Mr. RicHMOND. Well, I will just start where my colleague left off,
and a very general question.

Mr. Sammon or Mr. Edwards, either one of you can answer it.

But is there a line or protocol or procedure for an employee to
call, whether it is a pilot, stewardess, janitor at an airport, so that,
when they have these gut feelings about what the next plan may
or may not be, that they can report it to somebody so that it is on
the radar and you all respond to those reports?

So does something like that exist?

Mr. EDWARDS. Sir, we have a hotline. DHS OIG has a hotline
that we get referrals and allegations about a wide variety of issues.
We also educate all the DHS employees to refer to when they see
a situation like this.
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If I may, if I could go back to the Congressman from Minnesota
about the concern he had about the shadow of the aircraft.

Sir, that is why we do covert testing. We have done a number
in the last several years.

The results of it is classified. I would be glad to come by and
brief on the results that we came up with.

Mr. RICHMOND. Mr. Sammon, you also talked about the goal. I
think it was having 35 airports in the prescreen program?

Mr. SAMMON. Yes, sir.

Mr. RicHMOND. Where are you up to right now?

Mr. SAMMON. Right now, we are at probably about a dozen or so.
Ge‘{ting up to PreCheck is a function of also adding the additional
airlines.

United Airlines will be coming on shortly. U.S. Air will be coming
on within the next month or so. Also JetBlue will be coming on
later this summer.

So we are getting the airlines up. They are modifying their sys-
tems to be able to do this. We expect to be rolling up additional
airports over the balance of this year.

Mr. RICHMOND. Also—and I listened to the exchange between
you and Ranking Member Thompson about the incident at Newark
and what happened and all of that.

What I didn’t hear is what procedure could have been in place
to é)revent it, and is it in place now?

0

Mr. SAMMON. Again, the types of procedures and process changes
we need, in terms of getting data into the system, identifying docu-
ments, does require rule-making, unfortunately.

There are impacts on airports. It costs money.

Those procedures that we have outlined, I believe, if we had
those in place, it may have caught this gentleman. I can’t guar-
antee it, but it may have.

Mr. RICHMOND. So with the rule-making and things not being
done yet, we still don’t have a procedure in place to prevent this
in the future?

Mr. SAMMON. Right now, the system still has gaps, and that is
what this rule-making is intended to address. Yes, sir.

Mr. RICHMOND. I guess the other question just becomes is there
a general feedback to TSOs, TSAs, and airport security?

At least in my experience, people try something one time just to
see if it works, and they continue to do it. So do we do a continuing
education or training or anything to let people know this is the lat-
est attempt in getting into secured areas or getting past certain
checkpoints?

Do we do that with our on-the-ground troops?

Mr. SAMMON. Yes, we take—in terms of incidents, not only in
terms of the kinds of things that—in terms of access control, but
people attempting, testing the system, say shipping cheese with
electronics attached to those things, putting those images back for
training for TSOs in terms of what to look for and the kinds of
things that they should be up to date.

So we have increased the number of TSOs with security back-
ground checks so that we can share more intelligence with them.
Because we want to keep this feedback not only from where the in-
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cident happened but to share it across the country, because they
are not isolated. They are generally—things can happen at any lo-
cation.

Mr. RICHMOND. But in order to do that, the breach has to be re-
ported and put in something so that all of them can be used as
teachable moments. Hopefully, we are getting to fewer and fewer
teachable moments in the process.

Mr. SAMMON. Yes, we agree, and concur with the IG. Yes, sir.

Mr. RICHMOND. Is there anything else you can do besides some-
thing that takes rule-making so that we can prevent people from
getting into secured areas, or what happened in Newark, just in
case we don’t have time to wait on rule-making?

Mr. SAMMON. Our inspection efforts have been increased to work-
ing with the IG in terms of things we can do in the near term, in
terms of badging process kinds of audits, and information analysis.
But also our training at the checkpoint and other areas throughout
the airport is being stepped up, because we realize there are proc-
ess things that have to be done.

But also, in the shorter term, the intensity has to be picked up.
Yes, sir.

Mr. RicHMOND. Thank you.

My time has expired. I yield back.

Mr. ROGERS. I thank the gentleman for his questions.

The Chairman now recognizes Mr. Lungren for any questions he
may have.

Mr. LUNGREN. Thank you very much. I guess I have got 37 sec-
onds.

So, thank you.

Mr. ROGERS. You have got time.

Mr. LUNGREN. Thank you very much.

Mr. Sammon, first of all, let me just say there is a lot of criticism
that has been leveled at DHS and at TSA. It is probably where
more Americans get to see—I was going to say are touched by
TSA—than any other place in the country.

But we ought to reflect on the successes. I mean, 9/11 was over
10 years ago.

We know the enemy probably wishes to continue to use commer-
cial air traffic as one of the vulnerabilities to attack us. We have
been, through a lot of hard work, a lot of people dedicated, and
some luck, not subjected to another attack like we were on 9/11.

So I think there are some thanks that ought to be delivered to
TSA and those that work.

Having said that, let me ask you about your prescreening expe-
dited passenger program.

Would Henry Kissinger qualify for that?

Mr. SAMMON. I think we saw this morning in The Wall Street
Journal a very complimentary article from Dr. Kissinger, in terms
of how he was treated professionally at the airport. He was—I can
pull a copy of the article out——

Mr. LUNGREN. I understand that. But in the mind of a lot of peo-
ple, it would seem to be a waste of time to subject Mr. Kissinger
to extra, sort of——

Mr. SAMMON. Yes, he would qualify if he—again, there are two
ways, right now, to qualify: One, through opting in through your
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airline if you are of a certain level of flying; also through global
entry, through CBP.

We are looking at many more ways to say: How do we get trust-
ed people into the system?

I mean, our vision would be that, in the future, the majority of
passengers are going through a less physically intensive screening
process. Because if we know more about them up-front, that we can
improve the level of security while improving the passenger experi-
ence through the airport.

Yes, sir.

Mr. LUNGREN. I hope that happens because, frankly, I have
heard that with two administrations. I have heard that in classified
briefings and in open briefings, that this makes sense, that it
would be better for us.

Yet it seems like it is stretched out and stretched out. I am glad
that we at least are going forward.

Here is a question I would address to both of you.

This is a serious matter in terms of control points with respect
to access. But let us face it. It is a tedious job.

If you are successful, and if most people are not trying to bring
something that is prohibited through, you know, 99 percent of the
time. I mean, there is a tendency to slack off. There is a tendency
to presume that you are not going to find an item that you ought
to stop.

So how do you continue to keep the edge?

It would seem to me one of the things is very, very aggressive
supervision. I know that part of that is, you know, management
versus employees and that sort of thing.

But it just seems to me, that is one of the toughest conundrums
that you have.

Mr. SAMMON. Right.

Mr. LUNGREN. I wonder what you would have to say to that.

Mr. Edwards, if, in the reviews that you have undertaken, you
have any comment on that?

Mr. SAMMON. So I think your point about supervision is critical.
TSA was stood up basically around the country, local hiring, train-
ing took place locally.

What we have done is stood up a training program in Glynco,
Georgia for the first-line supervisors. Because that is where you
make it or break it, in terms of what those supervisors commu-
nicate to the employees, what they see, and how they manage those
individual checkpoints.

We have not—TSA in its first 10 years had had no central place
to run all the supervision through a standardized approach to un-
derstanding TSA’s mission to TSA’s—what we were trying to ac-
complish at the checkpoint, and maintaining that edge that you are
referring to.

So that is—what you brought up is exactly what we have recog-
nized and are beginning to do.

We have run two classes through, the first two classes. I think
there is another graduation this week. We are going to be—our
goal is to get all the first-line supervisors through that process be-
cause that is where you have to begin.

Mr. LUNGREN. Mr. Edwards, is that the proper approach?



29

Are you satisfied with what they are doing?

Mr. EDWARDS. Yes, sir.

But I also would like to point out, if I may, that, you know, we
want to make sure that TSA operates in an optimum fashion. We
want to make sure that they bring issues and concerns to you and
to the American public to see TSA fix those recommendations in a
timely fashion.

I think they add value by bringing—pointing out those issues to
TSA. TSA is working towards fixing them, but we would like it to
be fixed sooner than later.

Mr. LUNGREN. I would just reflect on this, Mr. Chairman, and
that is that in virtually every other endeavor in our society com-
petition has been viewed as one of the ways in which we sharpen
our instincts, and sharpen our approaches, and sharpen our per-
formance.

Yet for whatever reason TSA administrators, over the past num-
ber of years, have been reluctant to support a program that allows
private sector to be involved as an adjunct or a competitor to the
regular TSA operation.

I would just say I hope we don’t lose sight of that. I know that
there are many of us in the Congress that believe that that is one
component.

It is not a criticism of TSA employees. But it is one component
of how you improve performance. I yield.

Thank you, Mr. Chairman.

Mr. RoGERS. I thank the gentleman.

Before the Chair recognizes Mr. Davis for any questions, the
Ranking Member has informed me she needs to leave and wants
to make an observation before she has to step out.

The Ranking Member is recognized.

Ms. JACKSON LEE. Thank you, for a moment, Mr. Chairman.

Let me just try to pointedly go back to this question of breaches,
which I think really deserves an immediate response. I do want to
indicate that I am pleased. I think that the Chairman is having
this hearing, and we are joined together at this hearing.

The Members are here, I would say, because of the faith we have
in the fine men and women that work for TSA and realizing the
work that they do.

I believe Administrator Pistole’s concept of a Federal force, if you
will, combined with intelligence, information, and fighting counter-
terrorism is probably the best approach and does not lend itself,
from my perspective, though my mind is open, to massive privat-
ization.

The reason I say that are these two pointed questions.

The gentlemen at Newark used identification of a deceased per-
son. We need to get that on the record. He was operating with an
identity that could have generated in a heinous incident.

So the question is: Did you do a security threat assessment of
what might have happened, Mr. Sammon?

Then with respect to breaches, this also includes airport collabo-
ration. I see a gaping hole while we are sitting here talking to each
other about the communication between TSA and airports.

Mr. Edwards, you see the direction that I am going.
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Even though you are doing a comprehensive rulemaking at this
point, a simple missive, if you will, to your lead officers at these
airports, you take the risk assessment approach to indicate that
airports are responsible for reporting those breaches.

Why have you not done that simple task, even though the rule-
making is proceeding?

A missive to our 10 most vulnerable, or however the risk assess-
ment is made, Mr. Edwards, would that be a fair approach, even
though we are in the middle of rulemaking, to communicate with
airports?

Mr. EDWARDS. Yes, ma’am.

Ms. JACKSON LEE. And insist that they provide information of
breaches.

Mr. Sammon, can that be done now?

Mr. SAMMON. We can communicate that to our airport operating
people and make sure that they do get the breaches reported prop-
erly. Yes, ma’am, it can be done.

Ms. JACKSON LEE. I would ask you to do that. I would ask—you
cannot answer it now, but I would ask whether or not you have
done a security threat assessment of what it meant for a person
having a deceased person’s documentation for the period of time
that this gentleman had it.

I thank the gentleman for yielding.

Mr. ROGERS. I thank the gentlelady.

The Chairman recognizes the gentleman from Illinois, Mr. Davis,
for any questions he may have.

Mr. Davis. Thank you very much, Mr. Chairman.

I trust that the questions I am going to ask have not been al-
ready asked. If they have been I apologize for that.

Mr. Edwards, in your testimony you mentioned that you gave six
recommendations to TSA in reference to access control
vulnerabilities.

Have the recommendations accepted been implemented? If so,
what has been the outcome of those recommendations?

Mr. EDWARDS. Out of the—thank you, Congressman.

Out of the six recommendations, TSA has implemented one and
has agreed to implement the other five. They are in the process of
doing it. They haven’t given us detailed information back to us on
when they are going to implement the other five.

Mr. Davis. I would imagine that there has not been sufficient
time to evaluate the impact of the one that is undergoing imple-
mentation now?

Mr. EDWARDS. Yes, sir.

Mr. Davis. Mr. Sammon, I am actually quoting from your testi-
mony in terms of a statement.

“The Known Crewmember program is the result of a collabo-
rative effort between the airline industry, pilots, and TSA which
currently allows uniformed pilots from 20 airlines in 10 airports to
show two forms of identification. After evaluation, evaluating oper-
ational data from 10 airports, and through much discussion with
industry representatives, we are planning to expand the Known
Crewmember solution to more airports this calendar year.”
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Let me ask you, is it a feeling or is it your feeling that there is
a one-size-fits-all approach to this? Or is this experimental in a
way? Or is it testing an approach?

Could you respond to that?

Mr. SAMMON. I would be happy to.

We had piloted or had tested the approach at about three air-
ports for probably over 2 years. Having had considerable conversa-
tions with the various pilot associations and the airline industry,
and have come to a rollout approach that we expect to get to over
30 airports by the end of the year.

The pilots are the most trusted person coming through the check-
point. The pilot does not need an explosive device to damage the
plane. So what we want to do is expedite their access.

We actually do more identity verification today through Known
Crewmember than is done through the regular process coming
through the checkpoint. So we feel that we have a higher identity
verification that the person is indeed a pilot. But there is less phys-
ical inspection.

Mr. Davis. Thank you very much.

Thank you, Mr. Chairman.

Mr. RoGERS. I thank the gentleman.

I will recognize myself for a second series of questions.

Yesterday at this time of the day, I was in New York City at
Ground Zero touring that progress there—very sobering. Then to
come here today and hear this is just disturbing.

As I told you earlier, regardless of the definition, if a breach was
reported by a TSA agent or officer to their supervisor, it should be
reported up the food chain, regardless of the definition.

I just can’t get past that point.

Mr. Sammon, I have worked with you for a long time and I know
you to be an extremely competent fellow who does a lot of things
very well. This isn’t one of them. I hope that you recognize that
this has got to be fixed and fixed quickly.

We don’t need a rulemaking. We need your supervisors in the
airports to know if a breach is reported to them it goes up—no mat-
ter what the definition is—it goes up to PARIS and to you all so
you all come up with processes to fix this.

Having said that, when do you think that this definition will be
in place? Tomorrow would be a good time.

Mr. SAMMON [continuing]. A good time. People are working on it
right now in terms of definition, and we are working on the secu-
rity operations directives to get them rolled out to the field.

We can get you a timing—I would be happy to get you an update
on the timing here.

Mr. ROGERS. I hope you will.

Mr. Edwards, would you agree that given we haven’t had the re-
porting of all breaches, that we really don’t know if there is a pat-
tern of breaches that have been occurring for TSA to be able to re-
spond to or prepare for?

Mr. EDWARDS. No, sir. The airports that we looked at and what
was reported, we don’t have that, sir.

Mr. ROGERS. You don’t what?

Mr. EDWARDS. There is—we cannot predict a pattern because it
has not been reported up all of them.
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Mr. ROGERS. Exactly my point.

Mr. EDWARDS. Yes, sir.

Mr. ROGERS. Until we get 100 percent of these breaches reported,
there could be a pattern that is being established by folks feeling
their way through these different airports to find out our
vulnerabilities. We don’t have a way of responding to it.

Mr. EDWARDS. Right. If it is reported back to the PARIS system
then they can look at trends and do some analysis to see what the
breaches were.

Mf{ ROGERS. The Ranking Member wants to ask something right
quick.

Mr. THOMPSON. Yes.

Mr. Sammon, you made a statement that a lot of employees at
airports were grandfathered.

Do we know how many?

Mr. SAMMON. I don’t know off the top of my head. We can get—
I would be happy to supply the committee information, but not off
the top of my head.

Mr. THOMPSON. I really think the committee really needs that
because this is my first time hearing this.

Mr. Edwards, were you aware of this grandfathering?

Mr. EDWARDS. No, sir.

Mr. THOMPSON. Would you be concerned too?

Mr. EDWARDS. Absolutely.

I also would like to point out that even—you know, there has to
be—I gave an example in 2007. There has to be periodic and recur-
rent criminal history checks.

That is one of the findings in our audit. You know, I am defi-
nitely concerned just like you.

Mr. THOMPSON. So with 450 airports, and if we grandfathered all
these individuals in, Mr. Chairman, we could have any number of
people working in airports right now that we don’t know whether
they are who they say they are

Mr. ROGERS. That 1s exactly right.

Mr. THOMPSON [continuing]. Based on the Newark Airport inci-
dent.

Mr. Edwards, are you aware of a method that could provide TSA
with the identification of the employee and the criminal back-
ground that would not require rulemaking to get done?

Mr. EDWARDS. Can I get back to you on that, sir?

We will work on a simple process to get back to you.

Mr. THOMPSON. Well, are you aware of any other agency that is
doing—let me just—Mr. Chairman, the general public assumes
that every person who goes to an airport that goes through this
process is first, who they say they are and whether or not the
criminal background.

I am concerned now that we don’t have a way of identifying the
identity of that person other than some fingerprint that may or
may not only show that that person does not have a criminal his-
tory but it does not verify identity.

Mr. ROGERS. Right.

Mr. THOMPSON. That is a real concern on my part.

I yield back, Mr. Chairman.

Mr. RoGERS. I thank the gentleman.
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I want to go back to something Mr. Edwards said in his opening
statement talking about how you found the various employees that
had gotten certification badges or access badges at different air-
ports with different information.

Is there not a database where when somebody applies for clear-
ance that they are checked against every other airport?

Is there a single database or clearinghouse for that?

Mr. EDWARDS. Well, there are—the 359 airport offices, badging
office that we looked at, we found this anomaly of this one indi-
vidual having three different birth places.

We brought it to TSA’s attention. They immediately fixed—got
the correct birth place, and fixed that and completed the—and up-
dated the record——

Mr. ROGERS. That is not my question.

My question is these badges are allowed based on TSA’s criteria.

Mr. EDWARDS. Right.

Mr. ROGERS. When an airport is going to grant a badge, do they
not have to check it against the database of TSA-approved persons?

Mr. EDWARDS. They have to check the database, but all the fields
do not match in order for them to get a valid——

Mr. ROGERS. So the database is worthless then?

Mr. EDWARDS. Right, that is what they tell me.

Mr. ROGERS. Goodness gracious. I don’t have any further ques-
tions.

Do you have any?

I want to thank the gentlemen for their time. This panel is now
dismissed.

We will call up the second panel.

The Chairman now recognizes the second panel.

We are pleased to have several additional witnesses before us
today on this important topic. Now, let me remind the witnesses
that their entire written statements will appear in the record.

Our first witness, Mr. Mark Crosby, currently serves as chief of
public safety and security in Portland International Airport. He
will be testifying on behalf of the American Association of Airport
Executives.

As Chairman, I recognize Mr. Crosby for his opening statement.

STATEMENT OF MARK CROSBY, CHIEF OF PUBLIC SAFETY
AND SECURITY, PORTLAND INTERNATIONAL AIRPORT, TES-
TIFYING ON BEHALF OF THE AMERICAN ASSOCIATION OF
AIRPORT EXECUTIVES

Mr. CrosBY. Thank you, Chairman Rogers, Ranking Member
Thompson, Members of the subcommittee. Thank you again for this
opportunity to speak before you today on behalf of the American
Association of Airport Executives.

As AAAEFE’s security committee chair, and the chief of public safe-
ty and security at three airports, including Portland International
and three seaports, I can assure you that airport operators take the
insider threat to the aviation environment very seriously.

We also take seriously the findings highlighted today by the DHS
inspector general. Ten-and-a-half years after 9/11, I still hold
monthly conference calls with airport security managers to talk
about current issues and to talk about best practices.
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It is a very dynamic area of our industry and it continues to
evolve.

As you know, TSA is largely responsible for controlling access to
sterile areas beyond the security checkpoints. My comments today
are focused on the other areas where airports control access via air-
port-issued security badges.

First, airports are public entities with an imperative to provide
the highest levels of security. It is our airport. We work there every
day, and we care about it.

In addition to partnering with TSA to meet the core mission of
passenger and baggage screening, airports perform a number of in-
herently local security-related duties, including incident response
and managements, perimeter security, employee vetting,
credentialing, access control, and local law enforcement functions.

These important duties have long been local responsibilities per-
formed by local authorities in accordance with Federal standards,
and subject to Federal oversight.

The public safety professionals that I have the privilege of work-
ing with every day to perform these duties at airports are highly
trained and have first responder duties that we all value im-
mensely.

While these responsibilities are important, let me focus on
badging and access control responsibilities, and urge you to pre-
serve the local role of airports in these areas.

Background check process for airport workers has operated for
many years successfully as a partnership between Federal and
local officials, with the Federal Government holding the sole re-
sponsibility for the security threat assessments; and with local air-
port authorities operating and managing enrollment, credentialing,
badging, criminal history background check adjudication, and ac-
cess control systems in accordance with strict Federal standards.

Local involvement provides a critical layer of security and gives
airports the operational control they require to ensure that quali-
fied employees receive the credentials they need to work in the air-
port environment.

My final point today is that any effort to increase the Federal
role in airport badging in access control procedures will diminish
security and divert TSA’s attention from its core mission. The
underachieving results of the TWIC program in the maritime envi-
ronment provide my point.

As someone with responsibilities for security in both the airport
and seaport environments, I can tell you that any move to shift ad-
ditional functions in aviation to the Federal Government will di-
minish security by reducing or eliminating a critical extra layer of
security that is already in place at airports.

Pursuing such an approach would scuttle a successful local Fed-
eral model that has worked for decades. It would streamline signifi-
cant efforts already underway at airports to upgrade and biometri-
cally enable the existing airport badging and access control sys-
tems, and significantly increase costs to the aviation industry with
no demonstrable security benefit.

Members of the subcommittee, the access control systems at air-
ports are unique among other transportation facilities, and have
operated successfully for decades.
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That is not to say there isn’t areas for improvement. As was
mentioned earlier, the threat is always changing, therefore our
measures need to change and improve as well.

Local involvement provides a crucial additional security layer
that should not be discarded. That concludes my comments.

I look forward to your questions.

[The statement of Mr. Crosby follows:]

PREPARED STATEMENT OF MARK CROSBY

May 16, 2012

Chairman Rogers, Ranking Member Jackson Lee, and Members of the sub-
committee, thank you for the opportunity to be with you today to discuss airport
access control—an important security function that local airport operators have held
for decades in accordance with strict Federal standards, requirements, and over-
sight. I am testifying today on behalf of the American Association of Airport Execu-
tives, which represents thousands of men and women across the country who man-
age and operate the Nation’s airports. I am actively involved with AAAE as chair
of the association’s Transportation Security Services Committee.

In addition to my work with AAAE, I currently serve as chief of public safety and
security for the Port of Portland in Oregon, a joint port authority that operates
three seaport terminals and three airports, including Portland International Airport
(PDX). In that capacity, I have overall responsibility for Emergency Management at
the Port and manage the Port’s Public Safety and Security Department, which in-
cludes the Airport and Marine Security Departments, the Airport Police Depart-
ment, Fire Department, and the Communications Center. I have also served on the
Public Safety & Security Steering Group for Airports Council International—North
America. I am a graduate of the U.S. Air Force Academy and serve currently as a
colonel in the Oregon Air National Guard.

Mr. Chairman, I want to assure you and the Members of the subcommittee that
airports take recent incidents and the prospect of the “inside threat” in the aviation
environment seriously. Airport executives are working constantly in collaboration
with the Transportation Security Administration to enhance the layers of security
that exist to identify and address potential threats in the airport environment, in-
cluding extensive background checks for aviation workers, random physical screen-
ing of workers at airports, surveillance, law enforcement patrols, robust security
training, and the institution of challenge procedures among airport workers, to men-
tion a few. In the public areas of airports, local law enforcement presence and pa-
trols provide security far beyond what is typically in operation at other potential
public targets such as sport stadiums, train stations, or shopping malls.

The title of today’s hearing poses the question as to whether recent incidents are
an anomaly or the sign of systematic failure in terms of access control at airports.
From my perspective and the perspective of AAAE, the existing access control sys-
tem at the Nation’s airports works well and is continuously improving. It relies on
local management of credentialing and access control systems in accordance with
strict Federal standards, requirements, and oversight; a robust, multi-layered secu-
rity apparatus; and extensive efforts to identify “bad” people before they are ever
given access to security sensitive areas of airports. That is not to say that the cur-
rent system is infallible or that improvements cannot be made. Airport executives,
for example, are aggressively working to enable voluntary migration to biometric-
based badging and access control systems at airports as part of an initiative known
as the Biometric Airport Security Identification Consortium. Other efforts to en-
hance airport access control technology and procedures are underway as well.

In our view, the best approach to enhancing access control at the Nation’s airports
lies with continuing to focus on robust background checks, maintaining our multi-
layered security approach, and preserving and protecting the critical local layer of
security that airports provide with credentialing, access control, and other inher-
ently local functions. While some have argued for Federalizing virtually all security
responsibilities in airports, doing so would add to TSA’s already daunting mission
and abandon the successful local systems and process in place that have proven ef-
fective for decades in enhancing security and ensuring efficient airport operations.
From a security and resource perspective, it is critical that inherently local security
functions remain local with Federal oversight and backed by Federal resources
when appropriate.
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AIRPORTS ADD A CRITICAL, LOCAL LAYER OF SECURITY THAT MUST BE PRESERVED AND
PROTECTED

As you know, airports play a unique and critical role in aviation security, serving
as an important partner to the TSA in helping the agency meet its core mission of
passenger and baggage screening. The significant changes that have taken place in
airports over the past decade with the creation of the TSA and its assumption of
all screening duties have been aided dramatically by the work of the airport commu-
nity, and we will continue to serve as a critical local partner to the agency as it
continually modifies its operations with PreCheck and other risk-based approaches
to security, which we fully support.

In addition to partnering with TSA to meet its core mission, airports as public
entities provide a critical local layer of security, performing a number of inherently
local security-related functions at their facilities, including incident response and
management, perimeter security, employee vetting and credentialing, access control,
infrastructure and operations planning, and local law enforcement functions. These
important duties have long been local responsibilities that have been performed by
local authorities in accordance with Federal standards and subject to Federal over-
sight.

Airport operators meet their security-related obligations with a sharp focus on the
need to protect public safety, which remains one of their fundamental missions. The
professionals who perform these duties at airports are highly trained and have the
first responder duties that I know each and every Member of this subcommittee, the
Congress, and the country value immensely.

PRESERVING THE LOCAL ROLE OF AIRPORTS WITH BADGING AND ACCESS CONTROL IS
CRITICAL

A cornerstone of security within the Nation’s airports is the credentialing and
background check processes that all workers must undergo prior to receiving air-
port-issued credentials that grant access to security sensitive airport areas. While
a relatively new concept in the maritime environment, credentialing tied to strict,
Federally-specified access control has been a key component of security at airports
for more than 20 years. I have included a 1-page document at the end of my testi-
mony that provides additional details on airport badging processes and require-
ments.

In the aviation environment, the background check process for workers operates
successfully as a Federal/local partnership with the Federal Government holding
sole responsibility for criminal history record checks, security threat assessments,
and other necessary Government checks for prospective workers and with local air-
port authorities operating and managing enrollment, credentialing, badging, crimi-
nal history background check adjudication, and access control systems in accordance
with strict Federal standards.

The current system for aviation ensures the highest level of security by combining
the unique local experience, expertise, and knowledge that exists at individual air-
ports regarding facilities and personnel with Federal standardization, Federal over-
sight, and Federal vetting assets. Local involvement provides a critical layer of secu-
rity and gives airports the operational control they require to ensure that qualified
employees receive the credentials they need to work in the airport environment.

In contrast to the long-standing locally-controlled credentialing and access control
apparatus that exists in the aviation environment, the credentialing/access control
system in place in the maritime environment with the Transportation Worker Iden-
tification Credential (TWIC) program is relatively new. Under the TWIC model, the
Federal Government or its contractors are responsible for virtually all aspects of
credentialing, including worker enrollment, applicant vetting, and credential
issuance.

Some have suggested abandoning the successful local systems and processes al-
ready in place at airports with badging and access control to expand TSA and the
Federal Government’s control over more of the process as is the case with TWIC
in the maritime environment. Airport executives oppose any move to shift any addi-
tional functions in aviation to the Federal Government and believe that such a move
would diminish security by reducing or eliminating a critical, extra layer of security
that is already in place in airports.

Pursuing such an approach would scuttle a successful local/Federal model that
has worked well for decades, eliminate local operational control, stymie significant
efforts already underway at airports across the country to upgrade and biometrically
enable existing airport badging and access control systems, and significantly in-
crease costs to the aviation industry with no demonstrable security benefit.
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While the desire to centralize and Federalize the process for all transportation
worker vetting programs may be understandable from the Federal Government’s
perspective, airport executives are concerned about Federal intrusion into existing
processes that have worked well for decades. Airports are also very concerned about
having to help foot the bill for these initiatives—estimated at $633 million through
2025 in appropriations and new fees as part of the TTAC Infrastructure Moderniza-
tion (TIM) program—for changes that provide them with no demonstrable security
or operational benefit. The current system in aviation operates efficiently and effec-
tively at a fraction of the cost of other transportation vetting programs and at no
cost to the Federal Government. Airport executives want to ensure that remains the
case.

With the Federal Government and State and local governments operating under
historic budget constraints, it makes little sense to devote hundreds of millions of
dollars in scarce resources to Federalize functions that airports have performed suc-
cessfully for nearly a decade. The TIM effort fails to take into account the long-prov-
en approach that exists in the aviation industry.

BIOMETRIC AIRPORT SECURITY IDENTIFICATION CONSORTIUM (BASIC)

Before concluding, I want to take this opportunity to bring the subcommittee up
to date on a related topic and the efforts of the Biometric Airport Security Identi-
fication Consortium or BASIC initiative. In simple terms, the objective of BASIC is
to define a comprehensive, airport-driven Concept of Operations that will enable vol-
untary migration to biometric-based badging and access control systems at air-
ports—a goal that I know subcommittee Members share. More than 40 airports of
all sizes actively participate in BASIC. I would note that BASIC airport participants
are working cooperatively with TSA on this initiative as well as with other groups,
including the Airport Consultants Council.

Many airport operators—including the Port of Portland—are eager to move for-
ward with biometrics, but concerns remain about the prospect of overly prescriptive
and costly solutions. Airports are also eager to avoid repeating mistakes made in
the past where the Federal Government required costly and often proprietary access
control systems to be deployed in airports in a compressed period of time. That ap-
proach proved both expensive and ineffective.

In an effort to avoid unnecessary regulations and a one-size-fits-all mandate re-
garding biometric-based systems, airports participating in BASIC have identified
several key principles that must be part of any future biometric-based badging and
access control systems, including:

e Safeguards on local control and issuance of credentials,

e Leveraging of existing capital investments and resources,

. Stzzllndards—based open architecture and local determination of qualified vendors,

an

o Phased implementation that migrates over time.

In addition to building on the processes and regulations already in place at air-
ports today, BASIC is also working to adapt important Federal standards regarding
secure biometric credentials into the airport’s operational environment. For exam-
ple, Federal Information Processing Standard (FIPS) 201 and the more recent Per-
sonal Identity Verification Interoperability (PIV-I) for Non-Federal Issuers are re-
flected throughout the BASIC Concept of Operations and greatly inform the rec-
ommended phased implementation for airports.

The BASIC working group, which meets on a regular basis, is moving forward ag-
gressively to update and refine a detailed Concept of Operations that will define the
biometric components and common business processes that need to be added to air-
ports’ existing procedures to enable biometric-based badge and access control sys-
tems in a reasonable and cost-effective time frame. In fact, several airports have al-
ready begun to implement the early phases of the BASIC Concept of Operations.
Newark Liberty International Airport, San Francisco International Airport, Aspen
Pitkin County International Airport, Los Angeles International, and Salt Lake City
International Airport—to name just a few—have implemented a secure messaging
structure for the submission of biographic security threat assessments and biometric
criminal history record checks that will ultimately enable the return of trusted bio-
metrics back to the airport for use on credentials or in access control systems.

Airports are committed to moving forward to bring biometrics into the airport en-
vironment as soon as possible in a manner that builds upon existing capabilities and
limits operational difficulties. The BASIC initiative, which is being driven by air-
ports in cooperation with the Federal Government, offers the best opportunity for
making the promises of biometrics a reality in a timely manner.
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Mr. Chairman, in closing, let me thank you once again for the opportunity to tes-
tify today. As an experienced security professional responsible for managing public
safety and security operations at airports as well as vibrant maritime port facilities
in my home of Portland, I am proud of the important role that local officials play
in ensuring the highest levels of security and safety within critical transportation
facilities.

As T have highlighted throughout my testimony, the access control apparatus at
airports is unique among other transportation facilities and has operated success-
fully for decades. Airport operators, which are extensions of local government, are
directly responsible for credentialing and access control under strict Federal rules
and oversight in recognition of the security and operational expertise that exists at
the local level. Local involvement provides a crucial, additional security layer that
should not be discarded.

The current system in aviation leverages local experience, knowledge, and exper-
tise with Federal standardization and vetting assets. Airport operators know and
understand their facilities, and they maintain decades-old relationships with the nu-
merous parties that employee individuals throughout the airport environment, re-
sulting in high levels of security.

Abandoning a decades-long record of local expertise and investment in favor of an
unproven system under which credentialing and access control would be controlled
centrally out of Washington or elsewhere—as is being attempted in the maritime
environment with TWIC—would be a huge step backwards in terms of security from
where we are now with aviation.

We appreciate your leadership and the work of this subcommittee to preserve and
protect the important role that local airport officials play in partnership with TSA
to ensure the highest levels of security at their facilities.

I look forward to answering any questions you might have.

ATTACHMENT.—AIRPORT BADGING REQUIREMENTS AND PROCESSES
HISTORICAL CONTEXT

Airport operators and the aviation industry have a robust history of credentialing
and access control experience. Since the inception of this approach more than 20
years ago, airport operators have been delegated badging authority by the Federal
Government. In the early 1990’s airports installed access control systems that for
the first time were tied to a credential. In 1996, airports started utilizing criminal
history record checks (CHRC) conducted by the FBI to adjudicate employees whose
employment backgrounds could not be verified.

CURRENT REQUIREMENTS AND PRACTICES

Since shortly after the September 11, 2001 terrorist attacks, CHRCs have been
conducted on all employees with access to the Secure Identification Display Areas
(SIDA) and Sterile Areas. Beginning in October 2007, TSA regulations also require
name-based security threat assessments (STAs) for all individuals applying for ei-
ther a SIDA or Sterile Area badge.

The FBI performs CHRCs and provides airports with the full results of an appli-
cant’s check. TSA performs STAs, which check an individual against the Terrorist
Screening Database and “determines whether there are any outstanding immigra-
tion, terrorist or federal open wants or warrants issues pending against the poten-
tial employee.” TSA provides airports with either “approved” or “disapproved” status
for a prospective employee only based on security sensitivities.

Airport operators maintain responsibility for worker enrollment, and badging,
issuing local badges with card topography and identifying features unique to that
airport facility. By regulation, airport operators and air carriers are responsible for
adjudication of the CHRC which allows airport operators to know more about indi-
viduals that have access to their facilities. In some cases an individual is not dis-
qualified under CHRC rules; however the individual may require further scrutiny
or at least situational awareness for the Airport Security Coordinator. This ap-
proach provides a critical local layer of security.

FEDERAL/LOCAL PARTNERSHIP IN AVIATION—UNIQUE AMONG OTHER TRANSPORTATION
MODES

In the aviation environment, the background check process for workers operates
successfully as a Federal/local partnership with the Federal Government holding
sole responsibility for STAs and other necessary Government checks for prospective
workers and with local airport authorities operating and managing enrollment,
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credentialing, badging, criminal history background check adjudication, and access
control systems in accordance with strict Federal standards.

The current system for aviation ensures the highest level of security by combining
the unique local experience, expertise, and knowledge that exists at individual air-
ports regarding facilities and personnel with Federal standardization, Federal over-
sight, and Federal vetting assets. Local involvement provides a critical layer of secu-
rity and gives airports the operational control they require to ensure that qualified
employees receive the credentials they need to work in the airport environment.

Mr. ROGERS. I thank the gentleman.

The Chairman now recognizes my colleague from Minnesota who
will introduce our next guest.

Mr. CRAVAACK. Thank you Mr. Chairman.

I would like to introduce Captain Sean Cassidy. Captain Cassidy
serves for Alaska Airlines, and ALPA’s first vice president.

Captain Cassidy has served as both chairman and vice chairman
of Alaska Airlines Master Executive Council, and he was the chair-
man of Alaska Air Group Labor Coalition from 1999 to 2009.

Hired by Alaska in 1996, Captain Cassidy serves as a Boeing 737
captain, has thousands of hours in the air.

Most importantly, prior to his airline experience, Captain Cas-
sidy serves as an officer in the United States Navy as a pilot.

Captain Cassidy has performed duties in the carrier-based EA—
6B which is the hardest aircraft to bring on the aircraft carrier,
and supported numerous military operations including those in the
Persian Gulf, and finished his naval career flying the C-9 as an of-
ficer in the United States Naval Reserves.

With that, I would like to welcome Captain Cassidy.

I will yield back to the Chairman.

Mr. ROGERS. I thank the gentlemen.

Captain, you are recognized for your opening testimony.

STATEMENT OF SEAN P. CASSIDY, FIRST VICE PRESIDENT, AIR
LINE PILOTS ASSOCIATION, INTERNATIONAL

Mr. CassiDy. Thank you, sir. On a side note, my wife was an Air
Force pilot. I think she might beg to differ with you, sir.

So good morning, Mr. Chairman, Ranking Member Thompson,
and Members of the subcommittee, as the introduction said, I am
Captain Sean Cassidy, the first vice president of Airline Pilots As-
sociation International. I represent 53,000 pilots, both in the
United States and Canada at 37 different airlines.

Controlling access to secure airport areas is critically important
to the safety and security of the airline industry and the traveling
public as we have certainly demonstrated today. While the Trans-
portation Security Administration and airport authorities do a good
job of controlling and preventing unauthorized access to these
areas, it is my hope that both the TSA and the individual airports
involved will continue to develop better response strategies.

ALPA believes that like the vast majority of airline passengers,
the overwhelming share of airline workers are trustworthy individ-
uals who want to see their airlines and their industry succeed.

In this context, the insider threat to passenger and all-cargo air-
line operations has always existed. Advances have been made in
identifying those individuals who are reliable versus those who
could pose a potential threat.
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However, effort is still needed to enhance the security of airlines
and airports by ensuring those who have access to aircraft and pay-
loads are appropriate to do so.

The solution lies in advancing a risk-based approach to aviation
security, and achieving one level of security for all airline oper-
ations regardless of whether they fly passengers or cargo.

Unfortunately, a significant disparity exists today between the
security of passenger and all-cargo flight operations. This gap is a
serious concern for ALPA.

For example, the Air Cargo Final Rule of 2006 does not require
all airports that serve all-cargo airline operations to establish secu-
rity identification display areas, otherwise known as SIDAs.

As a result, the individual with access to secured areas of the
airport are background-checked only through a biographic process,
rather than through fingerprint-based criminal record history
checks that are required for airline employees working similar jobs
at passenger airlines.

The U.S. Government has publicly acknowledged that a finger-
print-based system provides greater security, and a long-estab-
lished precedent exists for using these systems. Moreover without
such a system, we cannot reliably determine whether a person has
been convicted of any of the 28 prohibited crimes that preclude ac-
cess to secure airport areas.

Just as practical experience has shown that the vast majority of
airlines passengers have no harmful intent, the same can be said
for aviation workers.

We need to do more to identify those prospective employees who
pose no threat, so that greater resources can be focused in identi-
fying those who may pose a threat.

One example of the kind of risk-based security that is needed is
the ALPA- and Airlines for America-sponsored enhanced crew
screening system for pilots known as Known Crewmember. This
Government-approved alternative means of access to sterile areas
of airports is available to pilots who comply with Known Crew-
member requirements.

Known Crewmember has been implemented at seven airports,
and 11 more are expected to receive the system soon. ALPA and
A4A have encouraged the TSA to include flight attendants in this
program.

The Known Crewmember program is just one example of risk-
based security. By properly vetting, training, harnessing, and em-
powering airline workers much more can and must be done to em-
ploy them as part of the solution to advancing overall aviation se-
curity.

Adopting a threat-based approach must also mean creating and
fostering a security culture at airlines and airports in the same
way that our industry has sought to achieve a safety culture.

Such a security culture needs investments from airline, airports,
and regulatory leaders, and decisive action to establish and enforce
a true security culture. Achieving a security culture will call for
these organizations to place more emphasis on providing meaning-
ful, practical security training for all employees.

A security culture will also require that all airline airport work-
ers become the eyes and the ears for potential threats.
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With me today is airline—pardon me, Alaska Airlines First Offi-
cer Ed Finnegan sitting right behind me in the red tie, who I am
pleased to say was concerned enough about this issue to take the
time to contact his congressman, Congressman Cravaack. Also he
is here with us today.

He is a great example of how professional airline pilots stand
ready to help advance aviation security in every way possible.

One hundred percent screening of individuals entering the secure
areas of airports is not the answer to counter the insider threat.
Rather, we need to develop and immediately implement a risk-
based systematic method of employee vetting that includes finger-
print-based criminal history background checks of every employee
with unescorted access to passenger and cargo aircraft in our oper-
ations areas.

To this end, Congress must take action to ensure that full SIDA
requirements are mandated for all airports serving Part 121 all-
cargo operations.

A risk-based approach to aviation security, coupled with more
traditional methodologies and a commitment to building a security
culture at all airlines and airports, will help our industry reduce
the insider threat at a very reasonable cost.

Equally important, realizing such an approach will enhance avia-
tion security for all who depend on air transportation. It will en-
sure the U.S. airline industry continues to fuel the Nation’s econ-
omy.

Thank you.

[The statement of Mr. Cassidy follows:]

PREPARED STATEMENT OF SEAN P. CASSIDY

May 16, 2012

Mr. Chairman and Ranking Member Jackson Lee, thank you for the opportunity
to testify. The Air Line Pilots Association, International (ALPA), representing more
than 53,000 pilots flying for 37 airlines in the United States and Canada, is the
world’s largest professional pilot association and the world’s largest non-Govern-
mental aviation safety organization. We are the representative for the majority of
professional airline pilots in the United States with a history of safety and security
advocacy spanning more than 80 years. As the sole U.S. member of the Inter-
national Federation of Airline Pilots Associations (IFALPA), ALPA has the unique
ability to provide active airline pilot expertise to aviation safety and security issues
worldwide, and to incorporate an international dimension to safety and security ad-
vocacy.

OVERVIEW

We applaud the subcommittee’s demonstrated interest in airline and airport secu-
rity by holding this hearing on airport access and other, related subjects.

Maintaining and enforcing effective control of access to sterile and secure airport
areas is critically important to the safety and security of the airline industry and
the traveling public. The Transportation Security Administration (TSA) reviews and
approves mandated Airport Security Programs (ASPs) which must be followed by
our Nation’s certificated, commercial airports.

ASPs must delineate effective measures designed to preclude unauthorized access
to sterile and secure areas, and also must provide effective response protocols in
those instances where unauthorized access is attempted or occurs.

To comply with these mandated security measures, airports utilize a variety of
mechanisms, to include: Security Identification Display Area (SIDA) protocols; secu-
rity training and challenge protocols for SIDA badge-holders; perimeter fencing and
physical barriers; sophisticated technologies to prevent and detect unauthorized
entry into sterile and secure areas; law enforcement patrol and response; and, inte-
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rior access control systems which incorporate both technological and human re-
sources.

Airport screening checkpoints play a prominent role in an airport’s security plan,
providing access and screening controls to airport sterile areas for passengers, avia-
tion and airport workers. Airports work in close partnership with the TSA to facili-
tate the checkpoint screening process.

Accompanying these required airport access control measures dictated in the ASP
are certain other TSA policy mandates, normally implemented through Security Di-
rectives (SDs) or Emergency Amendments (EAs), which obligate airports and avia-
tion workers to enforce and follow prescribed protocols related to accessing sterile
and secure airport areas, and, at times, dictating specific protocols aviation workers
must follow as pertains to traditional checkpoint screening, or, alternative forms of
approved screening prior to entering sterile and secure airport areas.

The ALPA- and Airlines for America-sponsored security screening system for pi-
lots, Known Crewmember (KCM), is an example of a Government-approved, alter-
native means of access to sterile areas of airports which is available to pilots who
comply with KCM requirements. KCM has been implemented at 7 airports thus far,
with 11 more that have been identified to receive the system soon and many more
thereafter. ALPA and A4A have encouraged the TSA to include flight attendants in
this program, as they should be part of risk-based security.

It has been ALPA’s general experience that TSA and airport authorities do a very
good job in controlling and preventing unauthorized access to sterile and secure air-
port areas. There have been some documented failures in this regard, causing incon-
venience to passengers and resulting in a negative impact on the timeliness of air-
line and airport operations. However, we know of no such instances which involved
persons who possessed the intent to do harm to the aviation industry. Based on the
specifics of these reported incidents, we believe that both TSA and airports have de-
veloped sound strategies intended to prevent their reoccurrence.

It has also been ALPA’s experience that, in general, aviation workers comply with
Government requirements regarding entry into airport sterile and secure areas. Be-
cause of practical constraints or operational needs, those regulations do not require
all such workers to undergo traditional checkpoint screening protocols prior to entry,
but apply alternative means of screening instead. It is normally in this context that
discussion ensues regarding the “insider threat” to aviation.

SOURCE OF THE THREAT

The insider threat to passenger and all-cargo aviation operations has always ex-
isted in aviation security; it is not a new threat. It is one that must always be ad-
dressed, so that the risk of this threat causing a serious event is minimized to the
maximum, practical extent. Notwithstanding the advances that have been made in
passenger and cargo screening since 9/11, and the reliability of most aviation em-
ployees, a concentrated effort is needed to identify and eliminate threats posed by
individuals who have access to commercial aircraft and their payloads.

Shortly after the Christmas day 2009 underwear bomber’s thwarted attack on
NWA Flight No. 253 as it approached Detroit, ALPA published a white paper enti-
tled Meeting Today’s Aviation Security Needs: A Call to Action for a Trust-Based Se-
curity System. In it, we cited the need for a more comprehensive, threat-based ap-
proach to aviation security, stating: “The insider threat to the aviation industry
must not be overlooked or minimized. It must be addressed along with enhanced
screening capabilities; background checks should be conducted on all those with ac-
cess to our airplanes.”

Historically, the insider threat has been well-documented, both internationally
and domestically. Al-Qaeda in the Arabian Peninsula (AQAP) has attempted to fa-
cilitate the hiring of flight attendants, baggage handlers, and airport security per-
sonnel, and in 2010, a Taliban sympathizer gained employment as a baggage han-
dler at a U.S. carrier and traveled to Afghanistan to provide assistance in fighting
against U.S. forces.

While we believe that the vast majority of individuals employed by the airlines
and Government agencies at the airport are upright, responsible, and trustworthy,
no organization is immune from the possibility of employing individuals who engage
in criminal behavior. Criminal organizations in the United States have regularly
used airport, airline, Government, and contract employees to facilitate criminal ac-
tivities in the airport environment, which include, but are not limited to, drug traf-
ficking, contraband smuggling, theft, and prostitution. In March, a security officer
in Buffalo, NY was criminally charged with allowing passengers to pass through
screening checkpoints while using false identification, and as recently as last month,
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Federal drug agents arrested two former and two current security personnel at Los
Angeles International Airport on drug trafficking and bribery charges.

Fortunately for the traveling public, the insider threat has primarily been associ-
ated with the perpetration of criminal rather than terrorist activity. However, just
as a criminal organization can infiltrate a segment of the aviation work force or cir-
cumvent existing security procedures, so too can a terrorist organization. Whether
breached by a willing participant who is working for a criminal or terrorist organi-
zation, or an unwitting dupe believing he is simply facilitating a criminal rather
than a terrorist act, existing weaknesses which facilitate these dynamics must be
identified and corrected.

Vulnerability and risk associated with the insider threat is magnified because
risk-based security measures have not yet been applied to the extent that they are
needed. One example: The May 2006 Air Cargo Final Rule did not require all air-
ports which serve all-cargo airline operations to establish Security Identification
Display Areas (or SIDAs). Many persons with access to air operations areas of these
airports and to wide-body cargo aircraft are background-vetted only by means of a
biographic-based Security Threat Assessment (STA) process, rather than by means
of a fingerprint-based Criminal History Records Check (CHRC) which is required for
similar employee categories in the passenger airline domain.

This lack of standardized application of fingerprint-based CHRCs in background-
vetting of aviation workers exists even though the Government has publicly ac-
knowledged that a fingerprint-based CHRC provides a greater degree of security
than an STA, and that there should be congruency in background vetting for work-
ers in functions that present similar security concerns, such as checked baggage
screeners and cargo screeners. As a result of this imbalance in background-vetting
standards, many persons holding positions of trust in the all-cargo domain, and who
have unescorted access to cargo aircraft, the goods they carry and to air operations
areas of airports, are not vetted to the same standard as persons occupying equiva-
lent positions in the passenger aviation domain.

There is long-established precedent for using fingerprint-based CHRCs in deter-
mining an individual’s suitability for hiring in a security-sensitive position. Numer-
ous employment categories exclude convicted felons from eligibility, deeming them
to be unsuitable candidates due to security concerns, character issues, and recidi-
vism rates. The difference between undergoing CHRC-based background vetting as
opposed to a STA is significant when viewed in terms of the dangers presented by
the insider threat. Without use of a fingerprint-based CHRC, no reliable determina-
tion can be made as to whether a person has been convicted of any of the 28 prohib-
ited crimes that are described in 49 CFR § 1544.229, and which preclude unescorted
access to secure airport areas. This lack of standardization between the background-
vetting processes applied to workers employed by passenger airlines and all-cargo
carriers unnecessarily creates yet another challenge in mitigating the insider threat
to aviation.

REASONABLE EXPECTATIONS

To effectively mitigate the problem of the insider threat to aviation, we must
begin with reasonable expectations, have a good understanding of the industry’s
operational environment, acknowledge that there can never be total elimination of
risk and accept the fact that the best we can hope to achieve is reasonable mitiga-
tion of the threats we face. It is also necessary to recognize that a certain degree
of trust must always exist within the framework of securing the aviation domain.
For the system to work, we have to trust Federal Security Directors, Transportation
Security Officers, airport law enforcement officers, air traffic controllers, pilots,
ﬂlightdattendants, aircraft mechanics, et al. If we did not, the industry would be par-
alyzed.

History has demonstrated that “trust” is a very fluid dynamic which offers no
guarantees. Aldrich Ames and Robert Hanssen attained the highest levels of trust
within their respective agencies, but ultimately compromised the values they had
sworn to protect and the security of their Nation. Fortunately, such events are ex-
tremely rare and despite the uncertainties which will always accompany the alloca-
tion of “trust,” so doing is a necessary component of any security system. It is in
this context that the concept of “trust, but verify” takes on significance.

RECOMMENDATIONS FOR MITIGATION

Since its creation following the 9/11 attacks, the TSA has continued to evolve its
passenger screening measures in an attempt to address the challenges posed by an
intelligent, adaptive terrorist adversary. We have witnessed the evolution of Ad-
vanced Imaging Technology and the increased use of Behavioral Detection Officers.
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Regardless of the tremendous advances in airport screening capabilities, however,
we only have to recall the incident of the infamous “underwear bomber,” or last
week’s reports that intelligence and law enforcement agencies had identified and
interdicted an IED created entirely of non-metallic material reportedly designed by
an AQAP master bomb-maker to be detonated by a suicide bomber aboard an air-
craft.

Although technology plays an integral role in the aviation security process, it is
not a stand-alone solution. TSA Administrator John Pistole has recognized this fact
by applying a more risk-based, threat-driven approach to aviation security, as evi-
denced by his support of the Known Crewmember program and other special screen-
ing programs such as Global Entry, Pre-Check, I-Step, SPOT, and behavioral detec-
tion techniques. The DHS public message of “If you see something, say something”
is a valuable public awareness campaign to help mitigate the threat of terrorism.

HARNESSING EXISTING RESOURCES

Aviation workers, which number in the hundreds of thousands, represent a vast
and under-utilized resource in protecting the aviation domain, to include combating
the insider threat. Commercial pilots, all of whom have undergone security aware-
ness training as part of their employment, know their segment of the aviation in-
dustry and can sense anomalies whether commuting for work, on personal travel,
or flying their assigned routes. Just as a police officer knows the beat he patrols
and the mailman knows the neighborhood in which he delivers, so does the pilot
know his or her normal work environment. As such, pilots should be considered as-
sets in identifying threats to the industry, including insider threats, and treated as
part of the solution rather than being viewed as part of the problem. This logic can
be applied to other classes of aviation workers who frequent the airport domain:
Flight attendants, mechanics, caterers, fuelers, baggage handlers, airport service
providers, et al.

In the late 1990’s, ALPA served on the Government/industry Employee Utilization
Working Group (EUWG) for the purpose of identifying guidelines to be followed by
aviation sector employees to enhance security. One of the recommendations ALPA
made to that group was to focus on the largely untapped resource of airport, airline,
and other tenant employees. All of the individuals who work at an airport, regard-
less of position, background, and experience, and can usefully serve as the “eyes and
ears” of security.

Regrettably, the EUWG’s recommendations have been largely ignored, but we be-
lieirle tlia(% this hearing provides an opportune time to revisit them, because they are
still valid:

e Encourage and assist airports and air carriers to develop and implement secu-

rity awareness programs which emphasize the “team” concept.

e Encourage each airport and airline to employ or designate an existing employee
as a security training manager.

e Create a standing security awareness working group comprised of Government
and industry representatives for the specific purpose of enhancing employee’s
security awareness and compliance.

e Perform human factors research into why security lapses occur, applying les-
sons learned from that research to future employee awareness training efforts.

e Encourage certain employee groups (e.g., baggage handlers) to have their mem-
bers serve as candidates to be used as a security observer/auditor for a few
hours each month on a rotating basis when schedules allow. Employees should
be utilized in this fashion in order to make them more security-conscious.

e Create a common, easily remembered, and dedicated phone number for specific
employee use at airports for reporting of suspicious behavior or security
breaches.

e Maintain a repository of employee utilization and security awareness media, in-
cluding videos.

Just as practical experience has shown that the vast majority of airline pas-
sengers have no evil intent and represent no threat to aviation, the same can be
said for the vast majority of aviation workers. By properly vetting, training, har-
nessing, and empowering them, much can be done to counter the insider threat.

The accomplishment of this goal will require a paradigm shift within the aviation
domain. Just as the airline industry has placed great emphasis on the use of Safety
Management Systems (SMS) in order to achieve and maintain aviation’s excellent
safety record, similar emphasis must be placed on the development and mainte-
nance of a comprehensive security management system.

The successful completion of this task will require true buy-in from the leadership
of critical aviation stakeholders such as airlines, airports, and regulators, and their
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definitive action in the establishment and enforcement of a true security culture
within their respective organizations. It will require these entities to invest more
resources in and place more emphasis on providing meaningful, practical security
training to employees and their empowerment as valued security resources, rather
than simply “checking the box” in meeting Government mandates regarding the
length and content of security training. Only in this way can a true security culture
be established.

CONCLUSIONS

One hundred percent physical screening of individuals entering secure/sterile
areas of airports is not the answer to the insider threat. A highly-developed, system-
atic and reliable method of employee vetting, including fingerprint-based criminal
history background checks (CHRC) of every employee with unescorted access to pas-
senger and cargo aircraft, air operations areas, baggage and cargo should be imple-
mented to support a risk-based approach to identify “evil intent.” To this end, full
SIDA requirements must be mandated for all airports serving FAR part 121 all-
cargo operations. In addition, fingerprint-based CHRCs must accompany the STA
process in the background vetting of all individuals who have unescorted access to
all-cargo air operations areas, aircraft, and the cargo they carry.

If the leadership of critical aviation stakeholder organizations and regulators com-
mit themselves to following through on the aforementioned recommendations, and
if aviation workers are properly vetted, provided the appropriate training and re-
porting mechanisms and then empowered, they can be counted upon to counter the
insider threat.

This approach to aviation security, coupled with other more traditional methodolo-
gies such as the use of random inspections, employment of technological assets, such
as surveillance and detection equipment, will do much to mitigate the insider
threat, at very reasonable cost.

ALPA is grateful for the opportunity to be heard on this important matter and
to provide its views to the subcommittee.

Mr. ROGERS. Thank you, Captain Cassidy, for your testimony.

Our third witness, Mr. William Swift currently serves as chair-
man of the Airport Minority Advisory Council.

The Chairman now recognizes Mr. Swift for his opening state-
ment.

STATEMENT OF WILLIAM H. SWIFT, CHAIRMAN, AIRPORT
MINORITY ADVISORY COUNCIL

Mr. SwirT. Mr. Chairman, Ranking Member Thompson, and
Members of the House Homeland Security Subcommittee on Trans-
portation Security, I am a principal at Business Traveler Services,
Inc. BTS is a privately-held concessionaire based out of Atlanta,
Georgia.

I thank you for the opportunity to participate in today’s hearing,
and would like to discuss some of the issues that concessionaires
like myself face on a regular basis in the airport security arena.

As a concessionaire, I am concerned about airport security, as are
all those who travel daily through nearly 400 U.S. commercial air-
ports. A breach of security that leads to a major incident signifi-
cantly impacts the traffic and business for all airports, and for all
of us who have businesses at these airports.

As part of my testimony, I would like to make three suggestions
for the committee and Transportation Security Administration to
consider: One, raising the SIDA Badge allocation limit.

I ask the subcommittee to consider raising the 25 percent alloca-
tion limitation, or implementing a reasonable minimum allocation
that would allow small businesses to successfully operate in the
airport arena.
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Two, in showing a consistent delivery process—I recommend that
the subcommittee look at ways to ensure the delivery process is
subject to consistent security standards for all airports that do not
unduly inhibit the ability of small concessionaires to compete and
do business.

Three, in showing consistency in the processing time line for new
hires—we must be able to depend on a consistently timely response
from TSA and the airport, and ask the subcommittee to examine
methods to ensure consistency in this process.

My comments today are focused on the impact of allocation of
identification badges with SIDA badge privileges for conces-
sionaires. It is particularly difficult for those of us who are small
operators in airports having as few as one to three locations, and
as a result as few as 6 to 12 employees.

In posting a 25 percent limitation on those total number of em-
ployees permitted to be issued a SIDA badge suggests that only one
and a half to three employees may have a SIDA badge. This limita-
tion is arbitrary at best, and not based on facts relative to the pro-
cedures and practices by which we are required to operate in the
airport environment.

Now as we operate more often imposed by the airport, 12 to 17
hours per day, require at least two complete employee teams per
day, 7 days per week on-site. A company needs opening and closing
personnel, as well as floaters to address a variety of circumstances,
i.e., repairs requiring an escort, product deliveries, replacing em-
ployees who call in sick or are late. The mathematical equation ap-
plied here does not work.

Under one contract I have in Atlanta Airport, we provide a num-
ber of products and services via vending and/or mechanized units.
Our employee operates this array of machines through three part-
ners: A full-time maintenance man and a clerical assistant. We all
have to pitch in to keep our company a step ahead of customer
service demands.

Amongst ourselves, we have asked rhetorically why does TSA
view our business group as a higher risk to security of the airport.

I recommend the subcommittee consider raising the 25 percent
allocation limitation, or implementing a reasonable minimum allo-
cation that would allow small businesses to successfully operate in
the airport arena.

Inconsistent handling of deliveries—another area of concern is
the inconsistent handling of U.S. Postal, UPS, or FedEx packages.

Small operators frequently do not maintain an off-airport ware-
house for one to two stores operating, and therefore must rely on
UPS or FedEx deliveries. Some airports permit deliveries by these
companies’ post-security stores, while others do not permit these
deliveries.

I recommend that that subcommittee look at ways to ensure the
delivery process is subject to consistent security standards that do
not unduly inhibit the ability of small concessionaires to compete
and do business.

Inconsistent processing time frames for new hires—additional
impact on the small operators, the inconsistent time frame to get
hires through the TSA airport badging process, typically, this is 10
to 14 days processing, but as has been as long as 30 days. Consider
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that many of our new hires can ill afford to wait several weeks to
get an approval, resulting in the loss of potential employees, as
well as the $110 fee we are charged for each employee.

In conclusion, I thank you for allowing me to share my experi-
ences as an airport concessionaire with the subcommittee. I under-
stand the careful balance between maximizing security while also
ensuring businesses can still operate successfully and efficiently.

I appreciate the work both the subcommittee and full committee
have done in this area. Should any Members of the subcommittee
have any questions for me today, I would be happy to address
them.

Thank you.

[The statement of Mr. Swift follows:]

PREPARED STATEMENT OF WILLIAM H. SWIFT

MAy 16, 2012

Mr. Chairman, Ranking Member, and Members of the House Homeland Security
Subcommittee on Transportation Security, my name is William Swift, a principal at
Business Traveler Services, Inc. (BTS). BTS is a privately-held concessionaire based
out of Atlanta, Georgia. I thank you for the opportunity to participate in today’s
hearing and would like to discuss some of the issues that concessionaires like myself
face on a regular basis in the airport security arena.

As a concessionaire, I am as concerned about airport security—as are all those
who travel daily through nearly 400 U.S. commercial airports. A breach of security
that leads to a major incident significantly impacts the traffic and business for all
airports and for all of us who have businesses at these airports. As part of my testi-
mony, I would like to make three suggestions for the Committee and Transportation
Security Administration (TSA) to consider:

1. Raising the SIDA Badge Allocation Limit.—1I ask the subcommittee consider
raising the 25% allocation limitation or implementing a reasonable “minimum”
allocation that would allow small businesses to successfully operate in the air-
port arena.

2. Ensuring a Consistent Delivery Process.—I recommend that the subcommittee
look at ways to ensure the delivery process is subject to consistent security
standards that do not unduly inhibit the ability of small concessionaire to com-
pete and do business.

3. Ensuring Consistency in the Processing Timeline for New Hires—We must be
able to depend on a consistently timely response from the TSA/airport, and I
ask the subcommittee to examine methods to ensure consistency in this process.

SIDA BADGE PRIVILEGES

My comments today are focused on the impact of the allocation of identification
badges with SIDA badge privileges for concessionaires. It is particularly difficult for
those of us who are small operators on airports, having as few as 1-3 locations, and
as a result as few as 6-12 employees. Imposing a 25% limitation on the total num-
ber of employees permitted to be issued a SIDA badge suggests that only 1.5-3 em-
ployees may have a SIDA badge. This limitation is arbitrary at best—and not based
on facts relative to the procedures and practices by which we are required to operate
in an airport environment. The hours we operate, more often imposed by the air-
port, 12—-17 hours per day, require that at least two complete employee teams per
day 7 days per week be on-site. A company needs opening and closing personnel,
as well as floaters to address a variety of circumstances, i.e. repairs requiring an
escort, product deliveries, replacing employees who call in sick or late. The mathe-
matical equation applied here does not work.

Under one contract I have in the Atlanta airport, we provide a number of products
and services via vending and/or mechanized units. Our company operates this array
of machines through three partners/principals, a full-time maintenance man and a
clerical assistant. We all have to pitch in to keep our company in-step or ahead of
the customer service demands. The arbitrary number of SIDA badges permitted is
stifling to the small operator who, through necessity of the Homeland Security pro-
portioned allocations, is being forced into a “one-size-fits-all standard” that cannot
work when it comes to the small operator. Amongst ourselves, we have asked rhe-
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torically, why does TSA view our business group as a higher risk to the security
of the airport?

I recommend the subcommittee consider raising the 25% allocation limitation or
implementing a reasonable “minimum” allocation that would allow small businesses
to successfully operate in the airport arena.

INCONSISTENT HANDLING OF DELIVERIES

Another area of concern is the inconsistent handling of U.S. postal, UPS, or
FedEx packages. Small operators frequently do not maintain an off-airport ware-
house for a 1-2 store operation and, therefore, must rely on UPS or FedEx deliv-
eries. Some airports permit deliveries by these companies to post security stores,
while others do not permit these deliveries. The impact is significant and costly for
a small operator, possibly requiring that they must hire additional personnel and
vehicles to be available on standby for these deliveries that can only be made and
transported across the tarmac. Small operators cannot financially absorb the addi-
tional costs and remain profitable.

I recommend that the subcommittee look at ways to ensure the delivery process
is subject to consistent security standards that do not unduly inhibit the ability of
small concessionaire to compete and do business.

INCONSISTENT PROCESSING TIME FRAME FOR NEW HIRES

Additional impact on the small operator is the inconsistent time frame to get new
hires through the TSA/airport badging process. Typically there is a 10-14 day proc-
essing, but it has been as long as 30 days. Considering that many of our new hires
can ill-afford to wait several weeks to get an approval, resulting in the loss of poten-
tial employees and the fees we were charged by the airport for processing them. We
must be able to depend on a consistently timely response from the TSA/airport, and
I ask the subcommittee to examine methods to ensure consistency in this process.

CONCLUSION

I thank you for allowing me to share my experiences as an airport concessionaire
with the subcommittee. I understand the careful balance between maximizing secu-
rity while also ensuring business can still operate successfully and efficiently, and
I appreciate the work both the subcommittee and full committee have done in this
area. Should any Members of the subcommittee have any questions for me today,
I lfl'rlpt happy to provide my insight and will answer your questions to the best of my
ability.

Mr. ROGERS. Thank you, Mr. Swift.

I recognize myself for opening questions.

Mr. Crosby, what are airports doing proactively to incorporate
biometrics into their access control systems?

Mr. CrosBY. Thank you, Mr. Chairman.

It is an exciting thing that we are doing. We have voluntarily
formed a consortium with airports and vendors to develop a con-
cept of operations for biometrically-based access control systems.

Rather than being mandated by the TSA, TSA supports the fact
that we are trying to do it voluntarily. Like any piece of technology,
access control systems need to be replaced over time.

An example I will give you is our airport in Portland. We are
about to replace our 20-year system. Right now we are heavily en-
gaged with the free information that we are getting from airport
officials at other airports who have already implemented bio-
metrics, and those from the vendor community to get the latest
technology at our airports.

Mr. ROGERS. What suggestions do you have for how both airport
operators and TSA can reduce the number of security breaches that
occur?

You have heard the testimony earlier today. But I would love to
hear your thoughts.

Mr. CrosBY. I have.
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I think that first of all TSA has made a lot of progress when it
comes to breaches, in spite of maybe some of the reporting discus-
sion that happened today. I can say, because I have been in this
position since 9/11, when we all remember the times when airport
concourses were dumps and many of us maybe missed flights,
caused delays, hundreds of thousands dollars’ worth of delay to
people.

Those don’t happen near as much anymore. That is because the
TSA is doing a better job of communicating with their own staff
and with airport law enforcement officials.

So I have seen improvement there. We have used technology to
help us out.

An example of that is using closed circuit television to better
identify where the anomaly happened.

The biggest area for traditional breaches at checkpoints is in the
hand-off of an uncleared bag or an uncleared person between TSA
officials. They are able to rectify that much more clearly and quick-
ly now with the use of CCTV and better communication procedures.

Mr. ROGERS. Do you feel that access controls have a uniform
level of security from airport to airport?

Mr. CROSBY. No, sir.

As you know, the saying in our industry is if you have seen one
airport, you have seen one airport. We all have the same parts, but
we are all laid out differently.

I think like any system, the best systems in the airport access
control systems in the country are at airports that have proactive
programs like Captain Cassidy referred to.

We have lots of programs where we rely on all badge holders to
report information to us so that we can respond to it and act and
deal with security instances. We award badge holders, crew-
members, concessionaires for their reporting of things.

I think those best practices that TSA has compiled, that we at
airports talk about, we need to continue to spread around.

Mr. ROGERS. Thank you.

I have got to step away for a few minutes. Mr. Cravaack is going
to take the chair.

I do want to let the Members know though, that later today I
will be sending a letter to Administrator Pistole demanding that
100 percent of all breaches by any definition be reported up to
PARIS, which is the Performance and Results Information System,
the database by which they come up with processes to resolve these
problems.

I will also demand that the administrator take immediate action
to remedy the database deficiencies that were outlined in the testi-
mony and the questioning by Mr. Thompson and me.

Those are inexcusable and should be remedied immediately. I am
going to follow the gentleman from California’s advice and rec-
ommend that if the administrator does not have the capacity to do
that he needs to contract somebody that does.

With that, Mr. Cravaack, you take the chair.

Oh, and Mr. Thompson is recognized right now for any questions
he may have.

Mr. THOMPSON. Thank you very much, Mr. Chairman.
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Mr. Swift, in your testimony you suggested that TSA raise the
minimum allocation of SIDA badges to vendors above the present
25 percent to allow businesses to successfully operate.

Ca}?n you explain to the committee why you raised that as a con-
cern?

Mr. SWIFT. Primarily because if we have a small sales staff or
operating staff of 10 to 12 people, 25 percent is only two or three
people. When we run such a long day and 7 days a week, we have
several shifts.

If we lose one person, and it takes 2.5 to 3 weeks to replace that
person through the approval process, we are short. Now we are try-
ing to figure out or jerry-rig the process in order to stay in busi-
ness.

That is not acceptable to us.

Mr. THOMPSON. So in other words, the 25 percent for a small
business provides what is, by that small business, an undue burden
through no fault of their own from a security standpoint.

Mr. Crosby, have you looked at that?

Mr. CROSBY. Yes, sir, Ranking Member Thompson. I am glad this
issue came up because I am happy to report some good news.

Over the last 2 years as chair of AAAE’s security committee, and
in conjunction with Airport Councils International and the TSA, we
have formed a task force that has been looking at all the new secu-
rity regulations that have been written since 9/11, and then modi-
fying them to fit today’s world.

One of those areas that is currently out for public review is this
25 percent rule that Mr. Swift may not be aware of. Our com-
mittee, that includes airport operators, has worked with TSA to
come up with a modification to that rule that allows for relief of
the 25 percent rule as long as the operator can prove a business
need to have a higher percentage.

So that rule is currently under review and should be imple-
mented in the next couple months.

Mr. THOMPSON. I guess my point is, so it is no longer 25 percent,
but what is it?

Mr. CrOSBY. It is whatever the vendor, concessionaire, can prove
to the Federal security director is needed. Mr. Swift, as he said, we
have the same case at our airport with a great concession program.

We have vendors with four operators and some with 400. It de-
pends on where your storage area is and what times of operations
you have. If you can prove that all four of those four need it, then
the FSD has the authority to approve that now to 100 percent.

Mr. THOMPSON. To give you all four.

Mr. CROSBY. Yes, sir.

Mr. THOMPSON. Would that alleviate the problem we are talking
about here, Mr. Swift?

Mr. SwIFT. Absolutely, but it is a matter of timing.

Mr. THOMPSON. Yes.

Mr. SwirT. We are talking about another 6 months. We are
still—it costs us money every day that we don’t have the flexibility
to do it right.

Mr. THOMPSON. Captain Cassidy, you suggested in your testi-
mony that airports designate an existing employee as a security
training manager.
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How does that differ from your understanding of the present way
things are done?

Mr. Cassipy. Well, the way things work right now, you know,
airlines have a corporate security department. They also have secu-
rity personnel that are affiliated typically with the labor groups, to
use an example, labor groups representing mechanics, pilots, flight
attendants, dispatchers, et cetera. The bigger groups typically have
a security person affiliated with them as well.

When you go to the airport, the security responsibilities alternate
between being in a non-sterile area where you have security more
oriented with the law enforcement folks, and then when you get to
the airplane, it kind of moves over towards the airlines. So the
training responsibility also moves depending on, you know, where
you are in your phase of operations.

But I think the important thing is that however you get there,
there has to be a team that is composed that takes into account
the unique security aspects of operating an airport, operating con-
cessions, flying the airplanes, servicing the airplanes. They need to
kind of work towards coordinated

Mr. THOMPSON. So

Mr. CASSIDY [continuing]. On the training.

Mr. THOMPSON. So do you—is that presently your comment that
that is kind of uncoordinated? Or

Mr. CassipDy. That is exactly right. What we have been striving
for, and in fact we were involved in a working group that made a
number of recommendations in the 1990s.

What we are looking for is development of a team concept so we
have all the stakeholders involved with one common goal, and
there is enhanced communications, you know, amongst all the
stakeholders.

I think that we have a very good example of that with our safety
programs, where we do have commercial air safety teams, where
we have stakeholders from the manufacturers, from the labor
groups, from the operators. I think that there is a tremendous
power, tremendous synergy when we get them all coordinated and
working in a focused manner.

Mr. THOMPSON. Thank you.

I yield back, Mr. Chairman.

Mr. WALBERG [presiding]. Thank you.

I recognize myself for 5 minutes of questioning.

Mr. Crosby, let me ask you: How frequently does your airport re-
voke credentials because a worker poses a threat or violates a secu-
rity policy?

Mr. CrosBY. Fortunately, security violations aren’t overly com-
mon. But we have a prescribed matrix of penalties for security vio-
lations.

As far as how often a security badge is revoked for a violation,
it is not very often, sir. At our airport, we are the 30th largest air-
port in the country, I would say a couple a year.

More often, there are suspensions and retraining that happens
for minor violations. But major violations we do suspend on occa-
sion.
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Mr. WALBERG. Can you discuss for us the different camera sys-
tems that the Portland International Airport has installed? Who
controls the different cameras on sites, for instance?

Mr. CROSBY. Yes, sir.

The core closed circuit television system around the airport that
we have enhanced over the last couple of years is the Port
Authority’s. But we recognize that we are in a partnership with
others. We have given access to many of those cameras around the
screening areas to TSA so they can better manage the customer
service side of things with the line management and put their re-
sources there.

We also work closely with Customs and Border Protection in our
Federal inspection station, where they have access to those cam-
eras. So it is a collaborative process. It really has enhanced our
ability to respond and find out really what has happened when
something is reported.

Mr. WALBERG. Thanks.

If one of your employees witnesses a breach of security, how can
the employee report that to TSA? What is the process?

Mr. CrosBY. Well actually, our process is report it to the airport
dispatch, the airport 9-1-1. That is what we train all of our badge
holders on. If you see something, to use the DHS phrase, “see
something, say something.”

But that has been a core value at most airports for many years
before that catch-phrase came out.

Every airport badge holder is required to report a security viola-
tion if they see it. We don’t want them to put themselves in danger.
So they call—everyone knows at our airport to call extension 4000
to get the immediate response from our law enforcement.

Mr. WALBERG. Thank you.

Captain Cassidy, thanks for being here.

Based on your experience, how do you think access control and
perimeter security can be improved?

Mr. Cassipy. Well, I think

Mr. WALBERG. Give us your list.

Mr. CAssIDY. It is pretty big.

I think that the high level, you know, looking at it from the
33,000-foot level, we need a standard consistent approach to perim-
eter security. That clearly does not exist today.

In my verbal remarks, I touched a little bit on the SIDA, the
identification display area. I think one of the big issues that we
have is the fact that there is really a bipartite rule with respect
to passenger operations and cargo operations.

Passengers have one standard, whereas there are cargo facilities,
and we have no idea what kind of screening, what kind of access,
what kind of perimeter security is being applied in those cargo fa-
cilities, which then enter our airspace.

That would be at the very top of my list. It is clearly in line with
our desire to have one level of safety and one level of security.

I applaud Congressman Cravaack for, you know, putting the Safe
Skies bill forward which tries to achieve one level of safety with re-
gard to fatigue issues and crew duty limits. I think we should
apply the same to security.
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Even within the various airports, each airport has its own indi-
vidual airport security program. Depending on the needs of that
particular airport, the access issues change a little bit, so even the
way that they get access through some of the control points,
through the gates to the airplanes, differs from airport to airport.

Mr. WALBERG. Okay.

So those are the top two that you would say would go a long way.

Mr. CassipDy. I would say one consistent approach to screening
and access right across the board regardless if it is cargo or pas-
senger would be at the very top of the list.

Mr. WALBERG. What process is in place for you to report as a
pilot—report suspicious activity?

Mr. CASSIDY. Any number of ways.

First of all, typically most crewmembers have—and I don’t have
my crew badge with me—but typically there is a list of quick-call
numbers that you have on your crew badge which takes you right
to your security folks, as well as airport security.

I think that we have enough awareness, especially post-9/11, that
anybody who approaches a uniformed crewmember at a dispatch
desk, at a gate, will know immediately to be able to relay the infor-
mation to airport security.

Mr. WALBERG. Have you ever reported?

Mr. CAssiDy. Yes.

Mr. WALBERG. What was the outcome?

Mr. CassiDY. I have reported on any number of occasions. A very
simple—and it is not particularly sexy—but, you know, I will be
walking through the terminal waiting for a flight and I will notice
a bag sitting in the corridor unescorted, unaccompanied.

I can’t tell you how many times I have just made a simple report
like that. Grabbed the CSA, who has made an announcement over
the P.A. system—CSA, customer service agent, pardon me—who
has made an announcement over the passenger system. If they are
not able to have somebody claim the bag, then they notify airport
security.

That happens thousands of times a day in all of our airports
right now.

Mr. WALBERG. Okay.

Thank you. My time has expired.

I recognize the Ranking Member for her question.

Ms. JACKSON LEE. Chairman, thank you very much.

Let me thank the witnesses for their testimony that I reviewed.
I was delayed at another meeting.

I want to follow the line of reasoning that I followed earlier, and
I think it is imperative that we provide a safe perimeter, and also
a safe opportunity for departing passengers to board. Finally for
that plane to become airborne, if you will, and land at its destina-
tion.

I think that is our ultimate responsibility. You have heard in our
earlier testimony and questioning how crucial that is.

Each of us has, I would say, a very large part sometimes that
poses inconvenience. But I think in the midst of inconvenience, we
should also be rational as well.
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So I am interested in us being rational, and that my line of ques-
tioning will pose along the lines of how important it is that we all
team up on this concept called securing the airport.

It is enormously difficult to hear at one of our great airports, At-
lanta-Hartsfield, that people are entering it as if they are entering
a carnival or they are getting away with not paying tickets for a
baseball game, and two and three and four people are passing
through the turnstile.

As I said, we have been discussing this perimeter and badging
issue for a very long time, and we continue to have these incidents.

So let me go to you, Mr. Swift.

You are committed to making sure that your employees are
credentialed. Is that not correct?

Mr. SwIFT. Absolutely.

Ms. JACKSON LEE. First of all, let me say that I am glad that we
see our airports as opportunities for minority and small and
women-owned businesses. I want to make sure that you know that
I am completely supportive of those opportunities, and frankly be-
lieve there should be more.

So you are committed to the credentialing.

What would be—first, what is the cost that you have to pay for
credentialing? What would you want to see to expedite the process?

Mr. SwWIFT. Firstly, the cost is $50 for the fingerprinting and $60
for the badge. If you have been fingerprinted in the last 10 years,
you don’t have to get it done again.

However with the rate of turnover that takes place in any retail
or food-and-beverage operation, this is a significant cost, especially
Evhen you are talking about 200 percent turnover on an annual

asis.

The second part of your question, ma’am? Sorry.

Ms. JACKSON LEE. What would you like to see happening now to,
one, do our chief mission, which is to secure that airport and those
passengers and all others that work there, and that comports with
a responsible way of dealing with your businesses, plural, meaning
the concessions that are in airports?

Mr. SwirT. Clearly, the first responsibility as a concessionaire,
when I send an employee for approval for their application, I make
sure the application is completely filled out. If I do my job on that
end, I don’t understand why it takes anywhere from 10 days to 30
days to process the employee.

The problem we have with that is on the street, if I send some-
1(’)lne Cfo get a job, within 2 or 3 days, they can be processed and

ired.

We recognize the security issue as it relates to the airport, but
it doesn’t work well with us who are operating in the airport to not
know exactly how long it should take us.

A day or two slip is acceptable, but when it gets in the 30-day
range, it is unacceptable.

; Ms.?JACKSON LEE. Where do you place that burden of the time
rame?

Mr. SwirT. Well, we are not on the other side of once that appli-
cation is submitted, so we don’t know whether or not that time
frame takes place at the airport, in terms of the fingerprint proc-
ess, TSA. We just know that it takes too long.
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Ms. JACKSON LEE. But the airport is where you submit the data
to. Is that correct?

Mr. SwirT. That is correct.

Ms. JACKSON LEE. Okay.

Let me—as I pursue my questions, I want to acknowledge Ed
Finnegan, who has been such a great leader on a number of
issues—thank him for his presence.

Captain Cassidy, let me pursue.

You would agree that flight attendants should be included in this
process that is utilized by the pilots?

Mr. CASSIDY. Yes, ma’am, absolutely.

We have come out very clearly in favor of having flight attend-
ants included in the Known Crewmember program.

Ms. JACKSON LEE. Where do you think the burden of the delay
in badges may fall?

Mr. Cassipy. Well—is this related to Known Crewmember or em-
ployee badges?

Ms. JACKSON LEE. Employee badges—if you would just give a
general sense of it.

Mr. CAssIDY. You know, that is a little bit out of my area of ex-
pertise. But I know that there is a pretty significant screening
process that I had to go through to get the access badges, the SIDA
badges, for access at the airport that I am domiciled at.

When we turn those in, we would have to go through a whole se-
curity class, training video, and I think a 2- or 3-hour class to re-
gain that before it even began the processing phase.

So as Mr. Swift said, that is on the other side of the fence. So
I don’t really have enough feeling for what happens once

Ms. JACKSON LEE. Well, why don’t you talk about the experience
with the pilots?

Mr. Cassipy. Pardon me?

Ms. JACKSON LEE. Why don’t you talk about the experience with
the pilots for securing that document?

Mr. CassIDY. For securing the Known Crewmember?

Ms. JACKSON LEE. Yes. Yes.

Mr. Cassipy. Well, it is actually a very, very effective program
because what it does, it relies on existing employee databases.

All pilots and flight attendants go through a very rigorous
screening and background check process. Each airline maintains
employee databases.

So, every time you transit one of the Known Crewmember por-
tals that our 20 pilot groups do, you have an instant query that is
done to the pilot’s active employment status with the airline. That
query is continuously happening. So that combined with the other
form of ID makes for a very, very seamless transit.

The best thing about it, I don’t think we have really emphasized
it, is that by having this alternate screening method, what it does
is it allows the known travelers, the known crewmembers who are
very, very well-known and background-checked to get through.

It allows TSA and all the other law enforcement agencies to focus
their resources on the people they don’t know about. I think that
is a hugely important aspect of these advanced screening programs.

Ms. JACKSON LEE. So, you are comfortable and believe that it is
a working system?
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Mr. CassIDY. Yes, ma’am.

I was at the very first airport on the very first day it stood up.
From that day until right now it has worked flawlessly.

Ms. JACKSON LEE. So it should be a tool that we should look to
expand.

Mr. CAssIiDY. One of many tools in a multilayered security envi-
ronment, absolutely.

Ms. JACKSON LEE. Let me just pose this question to Mr. Crosby
coming out of Portland International Airport.

You are well aware that data for badging comes to the airport
and they have a responsibility. So I would make the point that I,
having lived with a lot of airports since—in my early days of being
elected to the Houston City Council, I know there is a lot of work
that is being done there.

But I do believe that the airports have a heightened responsi-
bility to have a process to heighten their review so that TSA can
intervene at an appropriate time and get this done.

What is your assessment of that?

Mr. CROSBY. My assessment of that, ma’am, is that airports have
a lot of hardworking people that process tens of thousands of appli-
cations every day with a lot of what is on-going changing require-
ments that TSA has given us. We do a really good job at that the
vast majority of the time.

With any document collection processor, there is always going to
be an opportunity to review and check and cross-check for errors.
The good news is that bad people haven’t gotten through the sys-
tem.

But clerical errors, a lot—there are things that we can do that
are highlighted by the IG report and some airports have volun-
tarily done to have better cross-checks in place to make sure that
the information that we are getting from the applicant is given to
the Federal Government is complete.

Ms. JACKSON LEE. Mr. Chairman, if you would just yield to me
a moment more, I just want to pursue this.

Do you think it is reasonable to have employees use one badge
identification and allow several individuals to enter a secured area?

Mr. CROSBY. I am not sure I understand the question.

Ms. JACKSON LEE. Do you believe that it is appropriate for an
employee of a concession, of the airport, under the airport’s juris-
diction, because you have locked in areas where you have to badge.
To have an employee that has a badge allow three and four and
five employees to follow in behind them without using their badge
or maybe they don’t have a badge.

Mr. CroSBY. I understand.

Ms. JACKSON LEE. What are airports doing about that?

Mr. CROSBY. Yes, ma’am.

Well, first of all we are—in our training we highlight what the
rules allow and don’t allow. The rules do not allow for multiple
badged people to enter through a gateway without swiping their
badge. If you have a badge

Ms. JACKSON LEE. But multiple people, they enter on one badge.
I left my badge at home, et cetera.

Mr. CrosBY. Correct, ma’am. They have to swipe it if they have
the badge




57

Ms. JACKSON LEE. What is your oversight?

I mean I am disappointed—you happen to be from an airport, so
don’t think I am calling out Portland, but what is the oversight for
that not happening?

Mr. CrOSBY. The oversight is—because there are escorting provi-
sions in the rules. You have to allow for some flexibility when you
have visiting guests.

I mean, Mr. Swift knows, Captain Cassidy knows that sometimes
you have to escort officials on business into the secured areas. So
t}ilere has to be provisions for escorting un-badged, un-badged peo-
ple.

The way the system works without having bad things happen is
that you have to hold people accountable. That is what we do at
our airport.

We have cameras at key access points. Whenever we determine
there has been a piggybacking violation, as this is called, we put
a penalty on that person for doing it.

Ms. JACKSON LEE. Do you report it to TSA?

Mr. CroOSBY. Absolutely. All of our security violations that are re-
ported to us, we give TSA full access to.

Ms. JACKSON LEE. All right.

I yield back, Mr. Chairman.

Thank you.

Mr. CRAVAACK [presiding]. The gentlelady yields back.

I will yield myself 5 minutes.

Thank you very much for being here today, what I consider ex-
tremely important, obviously from previous testimony regarding
the security of our airlines.

I would also like to recognize Ed Finnegan again, from the 8th
District of Minnesota. Thank you for taking even more time away
from your family and being here today.

So thank you very much.

Captain Cassidy, with all the experience and hours that you have
in flying in many different airports throughout the country, if not
around the world, you mentioned in your testimony examples of al-
Qaeda basically probing our security measures in trying to gain ac-
cess to the shadow of the aircraft.

What procedures do you think, as a first-line observer, that need
to be implemented in ensuring that the shadow of the aircraft re-
mains secure?

Mr. Cassipy. Well, I think that you know a robust criminal his-
tory and background check, including fingerprinting is an absolute
requirement to make sure that we have as much data available for
potential threats to the aircraft.

The other thing I think that we have to recognize is that we are
never going to live in a world where we are 100 percent risk-free
with regard to security issues. It is just that world does not exist.

So what we have to do is apply multiple layers of security. That
comes with prescreening methods, working with our agencies,
using intelligence-based methods just as they did when they were
able to intercept a potential terrorist who was basically going to
have a little bit of a clone of the underwear bomber.

Fortunately, they were able to identify the threat and thwart it
offshore before it even got to the airplane shadow. I think that
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probably one of the biggest ways that we can help to mitigate that
security threat is to recognize the fact that we have a tremendously
talented pool of folks that are in our airports right now. They are
the operators, they are the pilots, they are the flight attendants.

If you operate an airplane day-in, day-out, if you staff an air-
plane day-in, day-out, even though you can’t quite identify some-
}:‘hing that is a little bit different, you know that something is dif-
erent.

By having a coordinated approach, by having stakeholder teams
that work together, identify security breaches, do a data-driven
analysis of what caused those breaches, hopefully we can take a
more kind of data-driven approach to enhancing our security envi-
ronment; rather than just taking an ad hoc one that looks at the
last time that the caterer inadvertently got in the airplane. Try to
figure out what went wrong after it happened.

What we need to do is develop a system that looks at precursors
to security breaches and try to identify those things before they get
to the airplane shadow.

I think that as we have with safety systems—we have something
called the Safety Management System which aggregates all these
different safety events, safety data, and looks at precursors. We
look at one kind of coordinated way of enhancing safety.

We haven’t quite got there yet with security, but I think that is
probably where we need to go next is to take an enlightened view
towards security, and look at security management systems which
incorporate all those different layers of safety.

Of course, the very last layer of safety, and I applaud you for
your support of that, is the Federal Flight Deck Officer program.
When all else fails, it is really extremely reassuring to know that
there is a pilot in the front who is prepared to defend that airplane
and keep it from being used for very, very evil intentions.

So all those things work in tandem, not any one solution is the
answer. But a coordinated kind of more kind of data-driven ap-
proach is clearly the way to approach that.

Mr. Cravaack. I would tend to agree. The information that I am
receiving as well, having layered approaches of security is obvi-
ously the way to go.

At the same time making sure that we use a risk-based analysis
and identifying those that are safe risks, those that are either un-
known or potential risks. I would strongly agree with that.

One point you made, and I wanted to make sure that this does
not go unnoticed, what would you consider the last line of defense
of any passenger aircraft or cargo aircraft for that matter?

Mr. Cassipy. That would be the Federal Flight Deck Officer pro-
gram. We are very pleased to be involved in the incipient—the de-
velopment of the program. We are very proud supporters of it. We
continue to be enthusiastic supporters of the Federal Flight Deck
Officer program.

Mr. CRAVAACK. I would tend to agree with you, Captain.

Thank you.

Also, Mr. Crosby, you did mention that when you do report to
Tgﬁ—what you considered a breach of security, you report to the
TSA.

Have you had satisfactory response from the TSA?
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Mr. CROSBY. Yes, we have, Congressman.

TSA has an open book to look at all security violations that we
investigate. Every time we have a reported violation, our Depart-
ment investigates it and makes a determination of whether there
has been a violation and issues the proper penalty, a due process
for all things. We allow TSA to see that whole process.

Mr. CRAVAACK. Excellent.

Thank you very much, sir.

My time has expired.

I will recognize Mr. Davis from Illinois.

Mr. Davis. Thank you very much, Mr. Chairman, and I thank
our witnesses for being here.

Mr. Crosby, in your testimony you made several references to the
importance of the airport’s need to leverage local experience, exper-
tise, and knowledge.

How do you envision that being phased into a Federal system co-
operatively for use that may be applied in many different or in sev-
eral different locations?

Mr. CrosBY. Well, Congressman, I think it is—the system that
we have had in place at airports has evolved over time, and before
Federal credentialing was necessary in other transportation
venues, and it has worked well.

I will give you two examples.

One, we get the criminal history record information back from
the Federal Government that may not be fully complete and we lo-
cally adjudicate it.

Meaning if there is a person who has been arrested for a crime,
but the information we get from the Federal Government doesn’t
show a conviction, we are able to meet with the applicant, verify
the information, help them get the court documentation they may
need, and really verify whether this person is a threat and whether
they meet the threshold for getting a badge.

Second, I think that the local application is that all access control
systems—while our badge colors may look the same—the captain
and I have, we work at the same airport, most airports tailor ac-
cess to what that person needs to do their job. That is what is criti-
cally important.

With the advancement in access control systems, an airport may
have 100, 1,000 different doors in and around the airport, but you
only get access to the ones that Alaska Airlines needs not the ones
that Delta. That makes for people having less of an opportunity to
do bad things if we control their access to do their job.

Mr. Davis. Captain Cassidy, and Mr. Swift, both, how do you
view your interactions with Federal or local authorities in a cooper-
ative way, that would meet both the needs that represent say, the
needs of pilots in a sense, and the needs of vendors in a sense?

How does that work to become more effective as well as more fa-
cilitative of your needs?

Mr. Cassipy. Do you want to go first?

Mr. SwirT. Well, one side of that, of course, from a conces-
sionaire’s perspective is try to help. How can we do this better,
faster, easier, and make sure it is accurate?

One thing that we are entertaining is the possibility of all our
employees fill out an application on-line. That will help to guar-
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antee that there is no difference in what is stated on the applica-
tion and what the applicant wrote.

Unfortunately, many of the applications are done by hand. We
can understand why there are problems with understanding cer-
tain numbers and letters—don’t look the same to everyone.

So we think that that is something we would suggest is a simple
software package that allows an employee to step up to a computer,
fill out the application, and now we can be sure that everyone is
looking at the same document.

We think that, in itself, would help as part of the process. We
think there is a cooperative effort on everyone’s part to do it.

It is just that it is a massive process where you are processing
over half a million applications a year. It is significant.

Mr. CAssIDY. I picked up on one word in particular, and that was
collaborative. I think that that is the really key ingredient to a suc-
cessful relationship is working collaboratively together with the
various law enforcement agencies, both at the Federal level and
also the local level.

We have a good relationship, especially with the program man-
agers for the Federal Flight Deck Officer, with TSA officials tasked
with various aspects of security. The local relationships are really
where the rubber hits the road, and that really varies from airport
to airport.

We have dedicated committee volunteers. We have over 400 vol-
unteers working in our safety and security structure, many of them
have previous law enforcement backgrounds. So they have much
more of a conduit to kind-of relating to the local enforcement offi-
cers.

The challenge is really the sharing of intelligence, the sharing of
data. That is where I would like to see some improvements where
we have a better sharing of information which indicates what the
security threats are. We are going to continue to work in that ef-
fort.

Mr. Davis. Thank you, gentlemen, very much. I appreciate your
being here.

I yield back, Mr. Chairman.

Mr. CRAVAACK. The gentleman yields back.

The witnesses—thank you very much. We have a second round
of questions if you would be so inclined.

I would like to recognize the Ranking Member.

Ms. JACKSON LEE. Mr. Chairman, thank you very much and to
the witnesses.

Let me pose again, to Captain Cassidy, how important the airline
crew, captain, flight attendants are to be trained to report breaches
or to—and I think there is a balance.

You are there to serve. We realize that.

You are there to promote the brand of the airline. We appreciate
that.

But how important are the eyes and ears of those who are famil-
iar with airports?

Mr. CassipDy. Well, I think it is incredibly important. I think, you
know, looking at first, the pilots and the flight attendants, the air-
plane crew—you notice that I talk about us as one cohesive crew,
not the pilots separated by the flight attendants because, really, es-
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pecially when the planes pushes back from the gate, they are really
the eyes and ears of the activity in the cabin.

Their ability to communicate irregular situations to us, to indi-
cate potential security threats, allows us to take appropriate action,
lock down the flight deck, and decide whether or not we have to
take the next step and consider diverting the airplane to a location
to get on the ground as expeditiously as possible to try to amelio-
rate some of the threat, try to reduce the threat and avoid taking
it further down the road.

Now, expanding that tight circle of trust that exists between the
pilots and the flight attendants, we also have mechanics, service
employees that service the airplanes, that man the gates.

In fact when you are on the ground, your ground security coordi-
nator is typically the lead customer service agent for the airline be-
fore the cabin door shuts and you push back.

So it is incredibly important that we figure a way to work as effi-
ciently and as collaboratively as possible.

Before I came over here, I pulled up some statistics and I think
the Bureau of Transportation statistics said that there was about
480,000 airline employees employed in the United States in 2010.

When you look at the component that you have very well-known,
very well-trained employees that form a significant majority of
that, you have a massive talent pool of folks that can work together
and become the eyes and ears with respect to potential security
threats.

Ms. JACKSON LEE. Do you feel that you have a direct or imme-
diate access to report a breach that you have seen?

Do you know what to do? If a captain—you could be coming
through and you see three people go through a door. You know,
there was a badge——

Mr. CAsSIDY. Right.

Ms. JACKSON LEE [continuing]. And the door is open and three
people go through.

Have we made our airline crews sensitive enough—they are
going about their business. They may be rushing to their flight.

Is there an easy number, an easy call to make to say this is what
I saw at door number 2468?

Mr. CassiDY. 9-1-1. You can go to any place in any airport, any
concession——

Ms. JACKSON LEE. Is that a 9-1-1 to the airport or a 9-1-1 to
police?

Mr. CAssiDY. Typically it goes—it depends on the airport and I
think Mr. Crosby would back me up on this, but it is going to get
routed fairly expeditiously.

You can also go to a concession stand and say you have an emer-
gency. They are going to have law enforcement there quicker than
you would probably realize because of the way that they are sta-
tioned around the terminals.

Ms. JACKSON LEE. So you would feel comfortable in doing that
because I would imagine you would see three uniformed conces-
sion—I mean I call him by his name, but different things that are
in the airport and they look legitimate.

Do you keep going or do you call 9-1-1?
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I mean I think that is a very sensitive question. We need to try
to understand so we can——

Mr. CAssiDY. Right.

Ms. JACKSON LEE [continuing]. Improve our circumstances.

Mr. Cassipy. We have 53,000 members that we represent. We
are the biggest pilot union in the world. I am very, very confident
that the vast, vast majority of those members would feel the same
way that I would, and that is where we would say something.

I can give you an example. One of the times I was flying I was
walking around doing my pre-flight on the ramp, and I noticed that
one of the service folks, the rampers that carry the bags and what-
not, had no identification on him, none.

So I went up to the individual and I said, “Do you have an air-
port ID? Do you have a SIDA badge?”

Fortunately he pulled one out of his pocket and put it around his
neck and thanked me.

But had he not had that, the very first thing I would have done
was gone to his supervisor and said, “We have somebody walking
around in a sterile area, on the ramp, around all these airplanes
and we have no idea who that person is.”

I am very confident that the flight attendants that I work with
and the pilots and the mechanics would do likewise.

Ms. JACKSON LEE. We need to just continue to reinforce that is
what——

Mr. CassIDY. Yes, ma’am.

Ms. JACKSON LEE [continuing]. Is what we need, to make it clear
or approving that that be done.

Do you think that the airlines themselves, the corporate entities,
need to recognize that value that you have in doing that and rein-
force that in their employees as well, and airports?

Mr. CassIDY. Yes, ma’am.

I can’t emphasize enough how important it is for the airlines and
the airports to really understand the talent and the potential that
you have when you empower all those different employees to be
part of the stakeholder team, be part of the team that can make
a difference in the security systems at that particular airport.

I think we have already done that with safety systems, as I said
before. I think it is time to look at the next frontier and apply that
same kind of standard to security systems.

Ms. JACKSON LEE. Mr. Chairman, I thank you for indulging.

Let me—I just want to finish this line of reasoning.

Captain, do you also believe it is important, because I would like
to work with the Chairman and I would like to work with this
Chairman as well, because of his expertise, that cabin security. You
know, we have gotten comfortable because—and I only use that
term comfortable—but we always cite we have got the reinforced
door and we have got the on-deck pilots, which I appreciate.

That—but your responsibility is make sure that plane stays up
and not down, even though you may be equipped to come running
out of there.

I know you would like not to run out of there. We have had a
number of incidences. One in particular that deals with the pilot.

But the point is my concern is that we have comfort with, well,
the brave passengers will jump up.
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Do we need to look at cabin security as well as an issue?

Mr. Cassipy. I think it is an evolving thing. We have to under-
stand what the potential threats are.

I think that with regard to the security behind the flight deck
door, we go through recurrent training annually. Airlines typically
do it as an integrated crew.

We participate in security training with the flight attendants,
and discuss things such as what do you do if you find an unidenti-
fied suspicious-looking device sitting in an overhead bin? What
happens if you have an unruly passenger? How do you commu-
nicate it to the pilot, and everything in between?

So I think that the training is there. But am I going to tell you
that it couldn’t get better? Absolutely not, it can always get better.
But I am very pleased to say that we work very well together.

Ms. JACKSON LEE. We would like to help you get better.

I understand that we have got a few of friends that are engaged
in negotiations with their pilots, in particular United. I would like
to get a briefing.

I, frankly, believe that when you have an extended negotiation
that you can’t resolve you really do raise a question about focused
effectiveness. I think pilots, flight attendants, being right on the
airplanes are so important that any delayed negotiations.

So how can we ramp that negotiation up as they proceed to try
to settle this issue?

Mr. CaAssiDy. Ma’am, I would be happy to give you a brief on
what the status is right now of the negotiations. I think that I
would be remiss if I also didn’t point out that I think it is a tribute
to the professionalism and the quality of the men and women that
we have flying for us that despite the distractions of all these nego-
tiations we still fly the safest skies in the world and we still have
the safest air transportation in the history of the world right here,
right now.

Ms. JACKSON LEE. I absolutely want to get that on the record.
That is why I believe they need to ramp up their efforts and get
this resolved, so that the men and women who are at this high
level can not only fly airplanes, but be quick eyes to help the trav-
eling public.

I know the Chairman has been very indulgent. Here is my last
point, Mr. Chairman, as I conclude.

I also believe judgment should be key. Let us see—as you well
know, you might have heard the story of a 2-year-old toddler that
was on the no-fly list.

I am really going to point back at our good friends, captains, you
are—he or she is the king of that flight, and rightly so. I would just
ask publicly that a 2-year-old on a no-fly list, let us report it and
let them fly.

Obviously, we have had a series of issues on the no-fly list, and
I guess I am going to ask on the record—this will not be—I would
want a response back—what is the penalty for an airline who indi-
cates that a toddler could fly and their name is on a no-fly list?

Because everyone always says what the FAA is going to do, they
cite agencies that are probably not even relevant, but that is what
they know to cite. I think that gives all of us a bad name, if we
have to clarify the no-fly list.
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But if a toddler has got their name on the no-fly, in this incident
the pilot or the airline—let us not say pilot—the airline made the
toddler get off. Obviously they couldn’t get off by themselves. So I
am really concerned about that.

I will conclude on this note. I believe that what we have discov-
ered in this hearing is a fracture that has to connect the Transpor-
tation Security Administration as a front line in receiving all re-
ports on breaches, every one of them.

I appreciate, Captain, that it will be 9—1-1, but then the airport,
if they have 9-1-1—and it may be an issue that is relevant for
9-1-1. But that 9-1-1 call and the response, that should go to the
TSA.

Mr. Crosby, I believe I didn’t get the next sentence from you as
to whether or not the airport is reporting this to TSA. So let this
be a statement from me as the Ranking Member on this committee.

I know that I want to work with the Chairman and Chairman
Cravaack, who is here, that we have got to have a zero tolerance
on missing the reporting of any breach that is occurring in the Na-
tion’s airports, to make good on our promise to secure America.

I think that should be a demand out of this particular hearing.
As I asked Mr. Sammon, Assistant Secretary Sammon, to begin
doing that now and communicating with airports, and if you have
to go back through old dusty, rusty records that happen to be 2
months old or a year old, we have to start where you can find your
records.

Those breaches need to be reported. All of our workers need to
feel free to do so.

Although we don’t want to compromise security, we need to work
with our small businesses, and TSA needs to develop a time line
that does not compromise security, but in fact responds to some of
the concerns that have been expressed in this hearing.

Mr. Chairman, you have been overly indulgent. Thank you very
much. I yield back to you.

Mr. CRAVAACK. I thank the gentlelady.

I thank the witnesses for their testimony today and the Mem-
bers’ valuable questions as well.

Members of the committee may have some additional questions
for the witnesses, and we ask you to respond to these in writing.

The hearing record will be open for the next 10 days.

Without objection, so ordered.

The committee stands adjourned with your thanks.

[Whereupon, at 12:28 p.m., the subcommittee was adjourned.]
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